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OSSTMM (Open Source Security Testing Methodology Manual)

⚫ Desarrollado por el ISECOM

Institutte for Security and Open Methodologies

⚫ Versiones:

– 2.0, 2.1, Años 2000-2002

– 3.0, This current version is published on Tuesday, December 14, 2010.

⚫ Fuentes

– https://www.isecom.org/

– https://www.isecom.org/OSSTMM.3.pdf (213 páginas)

– Muchos videos:

https://www.youtube.com/user/OWASPGLOBAL/videos
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⚫ The primary purpose of this manual is to provide a scientific methodology for the 

accurate characterization of operational security (OpSec) through examination and 

correlation of test results in a consistent and reliable way.

⚫ This manual is adaptable to almost any audit type, including:

1. Penetration tests

2. Ethical hacking

3. Security assessments

4. Vulnerability assessments

5. Red-teaming

6. Blue-teaming, and so forth.

⚫ It is written as a security research document and is designed for factual security 

verification and presentation of metrics on a professional level.

⚫ A secondary purpose is to provide guidelines which, when followed correctly, will allow 

the analyst to perform a certified OSSTMM audit.
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PDF

Capítulos

7. Human Security Testing,   pags. 105 – 119, 14 pp.

8. Physical ST,                       pags. 120 – 137, 17 pp.

9.  Wireless ST,                      pags. 138 – 150, 12 pp.

10. Telecommunications ST, pags. 151 – 166, 15 pp.

11. Data Networks ST,          pags. 167 – 184, 17 pp.

Total 75 páginas



OSSTM

Intro

14

Metodología

Flujo de actividades

Pag 103 del PDF
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RAV
Risk Assessment Value

A set of attack surface metrics
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STAR
Security Test Audit Report
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Resumen

Ideas principales

Quien hace el resumen de este tema?

Es una metodología para realizar

Pruebas de Seguridad

¿Características principales?

¿Para que se usa?

¿Cómo se diferencia de otros estándares?



Raúl Acosta Bermejo

http:www.cic.ipn.mx

http://www.ciseg.cic.ipn.mx/

racostab@ipn.mx

racosta@cic.ipn.mx

57-29-60-00

Ext. 56652
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The end
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