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Introduction

Introduccion

Definiciones (algunas)

Des-ensamblar / Disassembly, Disassemblers
De-compilar / Decompilers
URL

- Lista de herramientas
https://en.wikibooks.org/wiki/X86 Disassembly/Disassemblers_and_Decompilers




Estructura de Ejecutables
PE, ELF, Mach-O

Conceptos, herramientas.




Herramientas de analisis

Introduccion

Ejemplos
e Web
https://elfy.io/
o GUI e
e CLI: readelf (linux)
o API

Librerias Avout

C++, http://elfio.sourceforge.net/
CH#, http://elfsharp.hellsgate.pl

ELF parser
http://www.elfparser.com

gethostbyname() found
gethostbyname_r() fou
inet_addr() found
listen() found

recv() found

sendto() found
socket() found

nd




Herramientas de analisis

& PeStudio 8.28 - Windows Executable Scoring - www.winitor.com

File Help

Introduccion .

Ejemplos
o Web

https://manalyzer.org/

o GUI

Peview, PEstudio

e CLI

X 09 2

[ DOS Stub (168 bytes)
DOS Header {64 bytes)
File Header {20 bytes)
Optional Header {224 bytes)
Directories (6/15)
Sections (5)

Imported Libraries (2)
Imported Symbols (23/38)
Exported Symbols (7)
Exceptions {0)
Relocations {242)

OO0O0O0OOoOoOoDoOoooao

¢, PEview - C:\Documents and Settings\A dministrator\Desktop)0170.dIl
4 File View Go Help

Description

The Image is a fake Microsoft executable

The image contains 29 Blacklisted Strings

The image is not signed with a Digital Certificate
The image Imports 3 Obsolete Function(s)

The image imports 23 Blacklisted Functions

The Version Information 'OriginalFilename' (w32topl.dll) is different than the Image name

The image original name was “industrial.dll"

The image modifies the Windows Registry

The image loads Libraries at Runtime

The image Changes the Environment Yariables

The image contains an Overlay (Signature: Unknown, Offset: 0x00017000, Size: 71852 Byte:
The image imports 3 Antidebug Functions

The Checksun A1) of the Image is Invalid

S technique
e image it ddr t Randomiza (4 s Mitigatiol

Q00O | [FuFHE| (===

IMAGE_SECTION_HEADEI

SECTION .text
=- SECTION .rdata

https://github.com/erocarrera/pefile
http://pev.sourceforge.net/

o API

Librerias
- https://pypi.org/project/pefile/

IMPORT Address Table
DELAY IMPORT DLL Mz
DELAY IMPORT Descrig
DELAY IMPORT Name ~
DELAY IMPORT Hints/h
IMPORT Directory Table
IMPORT Mame Table
IMPORT Hints/Names &
IMAGE_EXPORT_DIRE(
EXPORT Address Table
EXPORT MName Pointer”
EXPORT Ordinal Table
EXPORT Names

- SECTION .data

pFile Data Description Yalu
0DODC168 0DOD378E  Function RVA 0001
0000C16C  0000378F  Function RVA 0002
0DODC170  OO003CEBB  Function RYA 0003
000DC174  OOOD4EA3  Function RWVA 0004
0DOOC178  OOOD4BES  Function RYVA 0005
0000C17C  00004FF8  Function RYVA 0006
000DC180  ODDD4EAA  Function RVA 0007




Herramientas de analisis

Introduccion

Ejemplos
o GUI

Varias herramientas para realizar
el analisis de archivos en Windows.
Explorer Suite, CFF
Freeware

e Permite editar el PE

Encabezado o su contenido.

e Link

https://ntcore.com/

¥ CFF Explorer VII - [CFF Explorer.exe] =R %)
File Settings ?
H CFF Explorer exe _venRexe x
-
Name Virtual Size | Virtual Address | Raw Size Raw Address | Reloc Address | L N..|L C
_:F_".nfzmim — 000001€8 000001F0 000001F4 000001F8 000001FC 00000200 00000204 00000208 00000204 0000020C
i N\t Headers Byte(s] Dword Dword Dword Dword Dword Dword Word Word Dword
S i Homdor et 00102485 00001000 00103000 00001000 00000000 00000000 0000 0000 160000020
4 Optional Header
3 Data Drectories fx] rdata 0004B27A 00104000 0004C000 00104000 00000000 00000000 0000 0000 40000040
[ @ Section Headens iJ data 00010668 00150000 0000000 00150000 00000000 00000000 0000 0000 C0000040
[— import Drectory
|— 3 Resource Drectory rsrc 000A7E10 00161000 00048000 0015C000 00000000 00000000 0000 0000 40000040
t— 4, Address Convester
— ), Dependency Walker Ths section contains: -
F— 4, Hex Editor
> Code Entry Point: 000047C6
F— 4 identifier 4\, Quick Disassembler - [CFF Explorer.exe] [ ) i
F— 4 tmport Adder
— ), Quick Disassembler LB N Disassembler Parameters Visuskzation Options
t— 4, Rebuilder
. - Qffset 0.1 2 3 4 5 6 7 8 9 A B D Disassembler: [x64 = Base Address: 000000000
Section FIags o) ol
Offtet: 1040 7] show Opcodes
Is shareable
7| Is executable o (
7| 1s readable R - Sae: | Dsassemble
Is writeable : |
Contains extended relocations Norma
Cam b crcarnied .. =
W Hex
15 not ca Write e
Is not pageable Select All Ascii Disassembler Output
Nopad Unicod: 5
| Contains code Fill With SEcE Address Opcode Instruction
Contains insalzed data A Editor Display 00000000 % Pshrs
oY i o 2 T 00000001 ®F1 mov es, ecx
~+ Am 5
Contants wor't becowis pirt of inage Go To Offset 2 00000003 £8.38 640800 call Oxb6440
Contents comdat Disassemble C=/Java Array 00000008 83FBFF omp eax, -Ox1
« » Pascal Armay 00000008 7506 nz0x13
RE 00000000 08.c0 or eax, eax
Aignment Bytes): | Default - . 0000000F L3 pop rsi
Lua Array 00000010 c20400 retOx4 -
oK Cancel 0000040 Size

Into New File




$ PE Explorer Disgssembler - <CATEST\explorer.exe:

| = B [

File  Edit Segch  View  Navigate Help ’
V| W B 5% & & e oo 3@
=

PN @'&’500‘ E‘ LD

h 4 | Problem and Messages List:

01011F24 85C0
01011F26 745
LO1011F28

Des-ensamblador

PE Explorer's disassembler

e It tried to achieve most of the power of IDA Pro, while requiring less skill or knowledge, by
automating more of the disassembly process.

e The disassembler supports the most common Intel x86 instruction sets and extensions
(MMX, 3D Now!, SSE, SSE2 and SSE3).

e The PE Explorer disassembler assumes that some manual editing of the reproduced
code will be needed. To facilitate additional hand coding, however, the disassembler
utilizes a qualitative algorithm designed to reconstruct the assembly language source
code of target binary win32 PE files (EXE, DLL, OCX) with the highest degree of
accuracy possible.

e It runs on: Windows 98/ME/NT/2000/XP/Vista/7/8.

39004 EP: 01011F26h Ready ... 00:00:00 20:26:50 30.12.2008
i i I i

Links
- http://lwww.heaventools.com/PE_Explorer_disassembler.htm.
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Des-ensamblador
Immunity Debugger

e Immunity Debugger is a branch of OllyDbg v1.10, with built-in support for Python scripting
and much more.

e Immunity Debugger is a powerful new way to write exploits, analyze malware, and
reverse engineer binary files. It builds on a solid user interface with function graphing, the
industry's first heap analysis tool built specifically for heap creation, and a large and well
supported Python API for easy extensibility.

Links
—  http://www.immunityinc.com/products/debugger/.

JOEE X p I MHIEA* 1 emtwhocbPkbdzr.s? I




Reset Password lFRQ --------
.000010CH:
.000010C6: 4889ES
.000010C9: 4883E4FO

.000010CD: 488B7DO8
.000010D1: 488D7510
.000010D5: 89FA
.000010D7: 83C20|
.000010DA: C1E20]
.000010DD: 4801F) Magic: FEEDFACF

.000010ED: 4889D CPU: X86_64

- .000010E3: EBO4 Machine: LIB64|I386_ALL 0COG1GEY --
.000010E5: 4883C| Filetype: EXECUTE
.000010E9: 48833 Load commands count: 28
.000010ED: T7SF6 Load commands size: 00001028/4136 000B16ES --

.000010EF: 4883( Flags: 00200085

.
.000010F3: E8080Q Reserved: 00000000 00001108 --
le » » .000010F8: 89CT

.000010FA: E86DS

.000010FF: F4
.00001100: 55 rbp
.00001101: 4889ES rbp,rsp

.00001104: 5D rbp
.00001105: E98AS60000 00000001 00006794 --
2 8 9 10

e It views and edits files of any length in text, hex, and decode modesx86-64 disassembler
& assembler (AVX instructions include)

e Physical & logical drive view & edit

Support for NE, LE, LX, PE/PE32+, ELF/ELF64(little-endian), Mach-O(little-endian)
executable format

Ssupport for Netware Loadable Modules like NLM, DSK, LAN,...
Following direct call/jmp instructions in any executable file with one touch
Pattern search in disassembler

Built-in simple 64bit decrypt/crypt system.

Unicode support.

ArmV6 disassembler.

Links
—  http://lwww.hiew.ru/.




Analisis de Ejecutables

Varios elementos

Conceptos, herramientas.




Introduction

Herramientas

Son programas especializados en el analisis de archivos binaries, por ejemplo, de
archivos ejecutables, librerias, imagenes, etc.

Para malware la mayoria se centra en archivos ejecutables y su manipulacion (ej,
depuracion):

1. IDA pro, comercial y gratuito

2. Radare2, gratutito GUI
3.  x64dbg CLI
4. OllyDbg API
5. ODA

6. Hooper, solo para MacOSX




Herramientas de analisis

Introduccion

Ejemplos de CLI
 Windows
o Dumpbin
o https://docs.microsoft.com/en-us/cpp/build/reference/dumpbin-
reference?view=msvc-170
e Linux
o Readelf
o https://man7.org/linux/man-pages/man1/readelf.1.html




2 Cl

YASCA (Yet Another Source Code Analyzer)

Descripcion

It is an open source program which looks for security vulnerabilities,
code-quality, performance, and conformance to best practices in
program source code.

It leverages external open source programs, such as FindBugs, PMD,
JLint, JavaScript Lint, PHPLint, Cppcheck, ClamAV, Pixy, and RATS to
scan specific file types, and also contains many custom scanners
developed for Yasca.

It is a command-line tool that generates reports in HTML, CSV,
XML, MySQL, SQLite, and other formats.

It is listed as an inactive project since 2010.

Link

https://en.wikipedia.org/wiki/Yasca
http://www.scovetta.com/yasca.html



https://en.wikipedia.org/wiki/Yasca

Hex-Rays Home > IDA

IDA: About

IDA Overview News Processors Formats Debuggers Tech Sales Support

Des-ensamblador

What is IDA all about?

IDA is a Windows, Linux or Mac OS X hosted multi-processor disassembler and debugger that offers so many features it is
hard to describe them all. Just grab an evaluation version if you want a test drive.

An executive summary is provided for the non-technical user.

Getting IDA
IDA is available for many platforms, and can be licensed under different terms.
Please have a look at the sales page for information and ordering.

e IDA is the Interactive DisAssembler: the world's smartest and most feature-full
disassembler, which many software security specialists are familiar with.

e Written entirely in C++, IDA runs on the three major operating systems: Microsoft
Windows, Mac OS X, and Linux.

e IDA is also the solid foundation on which our second product, the Hex-Rays
decompiler, is built.

e The unique Hex-Rays decompiler delivers on the promise of high level representation
of binary executables. It can handle real world code.

Links

—  https://lwww.hex-rays.com/index.shtml

En noviembre del 2019 se adquirio:

LICENSE PRODUCT NSEATS SHA-1 DIGEST

48-B675-7A24-0C IDAPROFL 1l-user 511904fd95f43babb367a75d6aa316025cda741b (x64)




Des-ensamblador

IDA
.

Scripts
o IDC

— https://hex-rays.com/products/ida/support/tutorials/idc/
e |DApython

-  https://github.com/tmr232/idapython
o CLI

-~ https://lwww.hex-rays.com/products/ida/support/idadoc/417.shtml

e Tutoriales
— https://programmerclick.com/article/64621916607/



https://hex-rays.com/products/ida/support/tutorials/idc/
https://www.hex-rays.com/products/ida/support/idadoc/417.shtml

(e,
Des-ensamblador

x64dbg
|

e Xx64dbg is an open source that can debug both x64 and x32 applications for Windows.

Links
- http://x64dbg.com/

e [DNT3 breskpont "entry Bresiont” ot 0040 10841



Des-ensamblador
OllyDbg

e Itis a 32-bit assembler level analysing debugger for Microsoft® Windows®.

e Emphasis on binary code analysis makes it particularly useful in cases where source is

unavailable.

e OllyDbg is a shareware, but you can download and use it for free.

e \Version 2.01 (27/sept/2013)

Links

http://www.ollydbg.de/.

0llyDbg - ollydbg.exe
File View Debug Options

-loixi

Bl x| »|>[11] b

00400000 | 00OF
£90ABDAE | DOGE
€E420000 | 0000
888
290
090
ao0t

Ze30000 003
77820000 | 800t
2 | 686;

20¢

208

800¢

2 | 686:

2 | 660
298¢
892
1y
2O
7CE20000 | 0DOE

INT3 breal

Hex_dur

Comments

Reg sters (FPU) -

Comi

. SlE? 40060001 RDD EEII
> 383 B!.EEQ.DEJ CHP_ESI, [4DGFQ4]
-~ 7C E4 JL SHORT ©@420A;

9BB@400 | CALL <JI1P &KERNELQZ GetTickCy
43 94 MOY [EBX+4.
1 PUSH 1
1BCO400 | CALL <JMP.S8KERNEL32.Sleep>

XOR EAX, EAX

JHP GB4ZED99
MOV EDX, [EBX+1C]
CHMP_EDX, [4D@CAA]
JE SHORT @8420R31
PUSH [DWORD EBX-ME]
PUSH [DWORD EBX+1:
USn OFFSET ol lydb«; 808492433

CRCL BadoEase

EB
INE 430ha
63 61244909 |PUSH OFFSET gLy, 00452461
ES EC3BFOFF |CALL_ 0048
B POP ECX
65_01000180 |PUSH 50010001
FF73 20 PUSH COUORD e
FF?3 IC PUSH [DWORD
E5 30BRa400 | CALL <P, BKERNELS3. Cont tnuel
HOR EAX, ER:
ES F1120000 |JHP 89425099
E8 97170600 |CALL G042F244
B53 18 oD, CEBK+16)
83FA 09
Loz

Fornat
o

h

Pr
KER!

Collydba. BB42F244

Switch (cases 1..9,

ERROR_INUAL ID_HAND
PE, GE, LE
GBOGFEEC 0PORORED
GDOEFSEG FFFFFFFF
goa73ro pooooo
7703C00F_G067:

6145979004555

00060

DBG_EXCEPTION_NOT_HANL

= [4DBC04
“Cont inueDebuatvent

"011lyDba received debua event,
0B40167C

vus = DBO_EXCEPTION NOT_HANC
tanacnal

2
“Cont inueDebusEvent

NIINNTSsystens2nIE2.d

iodule C:
User code reache
User code reached

K on whit

[ [Paused




Des-ensamblador
Radare2

e Radare2 is an open source tool to disassemble, debug, analyze and
manipulate binary files.

e |t actually supports many architectures:

x86{16,32,64}, Dalvik, avr, ARM, java, PowerPC, Sparc, MIPS.
e Several binary formats:

pe{32,64}, [fatjmach0{32,64}, ELF{32,64}, dex and Java classes
e Apart from support for filesystem images and many more features.

Links
- http://radare.org/r/.
- Book: https://book.rada.re/
- Wiki: https://r2wiki.readthedocs.io/en/latest/



http://radare.org/r/
https://book.rada.re/

Des-ensamblador

Radare?2

Radare2 GUI
e Cutter
o PyGTK

File  Edit Debug  Help

€

Functio
Name
entry.fini0

entry.init0

id +mall
pc_thunk.bp
get pe_thunk.bx
sym._d_relocate._static_pie
sym._fini
sym._init

sym.deregister_tm_clones
edx. dword

m.register_tm,
dword
dword

Graph Overview

Disassembly

m.Aeropause (Bright *Bright, int arg

char **arg)

Ve v | B 0 1 H @

[BHeadecnal_v]|[ottosearcn Q=

Bokken 1.7-dev - ../pocs/true32 -+ x

[ Juncton -

fcn.08048d46
fcn. 08048456
fcn.0804866
fcn.0804809D

[ @ symbols || M imports [  sections |

8883803880083 38088808(8888883888883888888838

fcn.0804b080

section. text
sub.abort_128
sub.error_1ba

sub.exit_f2c

sym._fini

sym.imp.abort
sym.imp.bindtextdomain
sym.imp.calloc
sym.imp._ctype_b_loc
sym.imp._ctype_get mb_ct
sym.imp._cxa_atexit
sym.imp.dcgettext
sym.imp._ermo_location
sym.imp.error

sym.imp.exit

sym.imp. exit
sym.imp.iciose

sym.imp.fflush ]

& stee: x50t [ Processor: ntel 50336 (] 0:

dword

towgraph [} Hexdump |  Strings |55 Strings repr | @ Interactive [ Fe info

(@ [essicocks

o[ secion.text
T oA XnEe from 0x08048eE (enizy0) oxos04sds0
;o an v £0000060 52-9756 vs2=9756 £ text B oososaro
(o ozt (&) oosomire
| oososdes
hd 0x08048e01
oxososse3s

sym.imp.setlocale
sym.imp.bindtextdomain
sym.imp.textdomain
section. text

e XREE from 0x08048dée (section..text)
0x08048d7c  mov edx, dword [ebp + Oxcl ; [ sym.imp.exit
ax]
(fcn.080452¢7)
sub. exroz_1i
mov dword [esp + 41, 0x804b631 ; [:4]=0x10100
1, 6
call syn.imp.setlocale \
0x08048d9d  mov dword lesp + 4], str. usr_share_locale ; [:4]=0x10100
0x08048da5  mov dword [esp], 0x804b67c
0x08048dac  call sym.imp.bindtextdomain
sym. imp. bindtextdomain ()
0x08048db1  mov dword esp], 0x804b67c O RELALOTAER A
0x08048db8  call sym.imp.textdomain
textdomain()
0x08048dbd  mov dword [espl, 0x80431c0
0x08048dca  call Oxa
0%08046340() ; £cn.0804aleT+4dd
0x08048dc9  mov eax, dword (ebp + Oxe] ; [
0x08048dcc  mov ebx, dword [eax + 4] ; [:4]=0x10100
0x08048dct  mov dword [esp + 4], str.__help ; [:4)=0x10100
0x08048dd7  mov duord [esp), ebx
0x08048dda  call sym.imp.strcmp ; (fcn.08048aec)
£cn.08048aec() ; sym.imp.stromp
0x08048dds  test eax, eax
0x08048del _je 0xB048e36

sym.imp._libc_start_main

inux = | Name: . fpocsftrue32 & Format: eif

Morning

pHVar!

1
(=
- =

=

2 Bokken 1.7-dev (Radare 0.5.5)

orning = pt

ed

= A

OR_REVOLUTION

imp. printf(

break:

Auto Refresh
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ODA
.

e A lightweight, online service that explores executables by dissecting its sections, strings,
symbols, raw hex and machine level instructions.

e It supports over 60 machine architectures, including x86, ARM, PowerPC, MIPS and

many more.

e All major file formats supported, including Windows PE, ELF, COFF, SREC, Mach-O, and
more.

e Graph View visually shows the control flow of the currently selected function.

Links g o =

Type Name

_  https://www.onlinedisassembler.com/. - =




000000

¢
488985
4157
3 4156
5.
48838C1
- 4885700
4888058304400
488945E
B3:
4880700
4889C3

AT ATHITE T T
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Hopper

e Hopper is a reverse engineering tool for OS X and Linux, that lets you disassemble,
and decompile your 32/64bits Intel Mac, Linux, Windows and iOS executables.

e Release 3 (13/ago/2016), Commercial and Demo with limitations.

e The idea behind Hopper is to transform a set of bytes (the binary you want to analyze)
into something that could be read by a human. To do so, Hopper will try to associate a
type to each byte of the file. Because it would be too much expensive to do it
manually, Hopper proceeds to an automatic analysis as soon as you loaded a file. The
various types that can be used in hopper are:

- Data: an area is set to the data type when Hopper thinks it is an area that represents a constant, like an
array of int for instance.

- ASCII: a NULL terminated C string.
- Code: an instruction

- Procedure: a byte receives this type once it has been determinate that it is part of a method that has
been successfully reconstructed by Hopper.

- Undefined: this is an area that has not yet been explored by Hopper.

- https://www.hopperapp.com/




!

Des-ensamblador

Capst()ne released on May 8, 2020

The current version is 4.0.2, which was

e Capstone is a lightweight multi-platform, multi-architecture disassembly framework.
Our target is to make Capstone the ultimate disassembly engine for binary analysis
and reversing in the security community.

e Highligh

Links

t features

Multi-architectures: Arm, Arm64 (Armv8), BPF, Ethereum Virtual
Machine, M68K, M680X, Mips, MOS65XX, PowerPC, RISCV, Sparc, SystemZ, TMS320C64X, Web
Assembly, XCore & X86 (include X86_64).

Clean/simple/lightweight/intuitive architecture-neutral API.
Provide details on disassembled instruction (called “decomposer” by some others).
Provide some semantics of the disassembled instruction, such as list of implicit registers read & written.

Implemented in pure C language, with bindings for D, Clojure, F#, Common Lisp, Visual
Basic, PHP, PowerShell, Haskell, Perl, Python, Ruby, C#, NodeJS, Java, GO, C++, OCaml, Lua, Rust, D
elphi, Free Pascal & Vala available.

Native support for Windows & *nix (with Mac OSX, iOS, Android, Linux, *BSD & Solaris confirmed).
Thread-safe by design.

High performance & suitable for malware analysis (capable of handling various X86 malware tricks).
Distributed under the open source BSD license.

https://www.capstone-engine.org/
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Comando

S
Uso de CLls
e Linux
-~ Comando objdump.
- $ objdump —d /bin/ls
e \Windows
-~ Comando que forma parte del SDK
— % dumpbin /disasm




Des-ensamblador

API
.

Uso de APIs

e |DA pro

— Tiene varios plugins y uno permite hacer el desensamblado con Python.
- Requiere que IDA pro esté corriendo todo el tiempo.
-~ Links

o https://www.hex-rays.com/products/ida/support/idapython docs/

o https://sites.utexas.edu/iso/2016/03/24/reverse-engineering-necurs-part-4-ida-
pros-python-api/

o Lista de plugins: https://github.com/onethawt/idaplugins-list



https://www.hex-rays.com/products/ida/support/idapython_docs/
https://sites.utexas.edu/iso/2016/03/24/reverse-engineering-necurs-part-4-ida-pros-python-api/
https://sites.utexas.edu/iso/2016/03/24/reverse-engineering-necurs-part-4-ida-pros-python-api/

Des-ensamblador

API

Uso de APIs
e Capstone

- The next generation disassembly framework!

-~ Usa el toolchain LLVM.
-~ Links

o https://www.capstone-engine.orq/.

o Desensamblado: https://www.capstone-engine.org/BHUSA2014-capstone.pdf

Hay varios
problemas
en el
desensamblado

X86|Arm VX VX v|X V|V !

Linux|Windows v |V ars V|V v |X
Python|Ruby bindings ~ v/[X 2 VX VX v |X
Update X ? X X

License GPL LGPL3 BSD GPL



https://www.capstone-engine.org/

Des-ensamblador

API
.

Capstone
e 28 Ejemplos

. https://www.programcreek.com/python/example/102929/capstone
.Cs

e Ejemplos completos

» https://isleem.medium.com/create-your-own-disassembler-in-
python-pefile-capstone-754f863b2e1c



https://www.programcreek.com/python/example/102929/capstone.Cs
https://www.programcreek.com/python/example/102929/capstone.Cs

Des-ensamblador

API
.

Otras herramientas
Una lista larga en:

O

O

Pywe

O

O

http://www.capstone-engine.org/showcase.html

https://reverseengineering.stackexchange.com/questions/1817/is-there-
any-disassembler-to-rival-ida-pro

http://joxeankoret.com/blog/2010/02/08/pyew-a-python-tool-to-analyze-
malware/

https://github.com/joxeankoret/pyew

ImmunityDbg, similar a IDA pro usando python

O

http://www.immunityinc.com/products/debugger/




Des-ensamblador

API
.

Cada semestre ...

Se encuentran nuevas herramientas, por ejemplo:
2024-B

- Standalone App

- https://gchq.github.io/CyberChef/

Download CyberChef ¥ Last build: 15 days ago - Version 10 is here! Read about the new features here Options & About / Support @

Operations Recipe ~ 08B Input + 038 =

URL Decode mo =1 Tr Raw Bytes € LF

Regular expression Output B0Dm::

Data format
Encryption | Encoding
Public Key
Arithmetic | Logic

Networking

STEP . BAKE! 3.

Language




Volcado de memoria

Toda o por proceso

Conceptos, herramientas.




Volcado de memoria

|
Herramientas @

Volatility ver. 2.6, 3 v1.0.0 (Python 3 Rewrite)

e It is a command line memory analysis and forensics tool for extracting
artifacts from memory dumps.

e It has significant in-depth research into OS internals, applications, malicious
code, and suspect activities. In general, has many forensics capabilities.

e Operating System Support: 19 types
- 10 for windows: Win Server, Win 10, ..., WinXP.
- 1 for Linux: 32- and 64-bit Linux kernels from 2.6.11 to0 4.2.3
- 8 for MacOS

e Memory Format Support: 10 types
- Virtualbox Core Dumps

- VMware Saved State (.vmss) and Snapshot (.vmsn)
- QEMU memory dumps.

Links

- www.volatilityfoundation.org



Volcado de memoria

Herramientas

Volatility Workbench

PassMark Volatility Workbench

Image file: | F:\Passmark\Wolatility\lmages\MemDumpiMemDump.mem Browse Image

Platform:  Windows

v __R efresh Process Li

Command Description:

In order to run & command:
1- Browse an image file
2- Get/Refresh process list

- o X

Volatility
Workbench

Command: | windows.callbacks.Callbacks v el 3- Select a command from the list y PassMar

It 1s a GUI for the Volatility tool. s e
It is free, open source and runs in

.
V&/ 1[ Ido‘ais 19080 88 HXTsr.exe Oxbl0e9afl04cO O - 1 False 2020-07-30 21:58:31.000000  2020-07-30 21:58:39.000000
. 6476 872 svchost.exe 0xbi0ea0Das2340 0 - 0 False 2020-07-30 21: .000000  2020-07-30 22:03:35.000000 A
18840 2088 OfficeCzRClien OxblOeS3eee080 0 - O False 2020-07-30 21:59:49.000000 2020-07-30 22:00:
. 12536 8096 OfficeClickToR 0xb10e911454c0 O - 1 False 2020-07-30 22:00:21.000000 2020-07-30 22:0
12136 4280 OfficeClickToR 0xb10e9dd8c080 O - O False 2020-07-30 22:00:26.000000 2020-07-30 22:0
t rO‘]l es a nl Im er 0 22432 9636 chrome.exe 0xb10e91da6080 16 - 1 False 2020-07-30 22:07:49.000000 N/A
8276 8096 mspaint.exe 0xb10e998f14c0 0 - 1 False 2020-07-30 22:22:42.000000 _2020-07-30 22:25:06.000000
2024 9636 chrome.exe 0xb10esdbd3080 0 - 1 False 2020-07-30 22:23 2020-07-30 22:23:38.000000
8044 18632 Teams.exe 0xb10e99698080 43 - 1 False 2020-07-30 22:2 /A
3492 8044 Teams.exe Oxbl0edbafc080 25 - 1 False 2020-07-30 22:25 N/A
11300 8044 Teams.exe 0xb10e9b0F0080 0 - 1 False 2020-07-30 22:25 2020-07-30 22:25:07.000000
a V al I a eS 0 V er e COI I ll I lal I 18252 8044 Teams.exe 0xb10e93109080 18 - 1 False 2020-07-30 22:25:04.000000 N/A
12708 8044 Teams.exe Oxbl0e9e206080 27 - 1 False 2020-07-30 22:25:04.000000 N/A
16684 8044 Teams.exe 0xb10eaDal0080 61 - 1 False 2020-07-30 22:25:09.000000 N/A
B B B . 11960 8044 Teams.exe 0xb10e99F0C080 18 - 1 False 2020-07-30 22:25:10.000000 N/A
. 22036 8044 Teams.exe 0xb10e99719080 0 - 1 False 2020-07-30 22:25:11.000000 2020-07-30
1' Ie ‘]ersloll 1| lc lI lll 22380 8044 Teams.exe Oxbl0eal7dc080 0 - 1 False 2020-07-30 22:25:15.000000 2020-07-30
* oo 17176 8044 Teams.exe 0xb10e972c6080 0 -1 False 2020-07-30 22:25:19.000000 2020-07-30
22296 8044 Teams.exe 0xb10edddec4cO - 1 False 2020-07-30 22:30:05.000000 2020-07-30
11033 572" sUchost oxe OXDI02957474¢0 3 - 0 False 2020007230 2213 N/A
9764 872 svchost.exe Oxbl0eaDa5e080 7 - 0 False 2020-07-30 22:34:51.000000 N/A
13344 3248 audiodg.exe 0xb10e9a117080 5 - 0 False 2020-07-30 22:34:53.000000 N/A
. 7744 9636 chrome.exe OxblOesecce080 14 - 1 False 2020-07-30 22:34:54. /A
18632 872 svchost.exe 0xb10e9d2bf080 10 - 0 False 2020-07-30 22:3 ) v
12220 872 svchost.exe O0xbi0e9as6a4cO 6 - O False 2020-07-30 22:3
10484 88 smartscreen.ex Oxbl0ede3484cO 10 - 1 False 2020-07-30 2 :
6924 8044 Teams.exe 0xb10e9cc76080 18 - 1 False 2020-07-30 22:36:12.000000
10880 96 0sf64.exe 0xb10ea06cf080 35 - 1 False 2020-07-30 22:36:30.000000 N/A
21944 8016 SearchProtocol 0xb10e99f1a080 9 - False 2020-07-30 22:36:32.000000 N/A
8080 8148 CompatTelRunne O0xbil0eai7de080 8 - 0 False 2020-07-30 22:37:05.000000 N/A
16032 8080 conhost.exe 0xb10ea4f82080 7 - 0 False 2020-07-30 22:37:05.000000 N/A
1760 8016 SearchProtocol O0xb1l0e9e6d1080 20 - 1 False 2020-07-30 22:37:15.000000 N/A
6776 8016 SearchFilterHo Oxbl0e94ee0080 4 - 0 False 2020-07-30 22:37:19.000000 N/A
Time Stamp: Fri Aug 7 12:41:10 2020
End of command output = v

Clear Log Save to file Copy to clipboard About Exit

Links

- www.osforensics.com/tools/volatility-workbench.html



Volcado de memoria

Herramientas R e k al I
« _ ] .
Forensics

Rekall
e It is an advanced forensic and incident response framework.

e Rekall Agent is a complete endpoint incident response and forensic
tool. The Rekall Agent extends Rekall's advanced capabilities to a scalable,
distributed environment. The Rekall Agent is easy to deploy and
scale, based on modern cloud technologies.

e Characteristics:

- It locates significant kernel data structures.

- It maintains the largest public profile repository for many operating
system versions.

—  While other tools rely on heuristics and signatures.

- http://www.rekall-forensic.com/




The end

Contacto

Raul Acosta Bermejo

http:www.cic.ipn.mx
http://www.ciseg.cic.ipn.mx/

racostab@ipn.mx
racosta@cic.ipn.mx

57-29-60-00
Ext. 56652




Practica de Analisis

Archivos binarios

Por equipo




Practica

Archivos binarios

Descripcién
e Obtener la informacion de varios archivos binaries (6)
-~ Obtener informacion general:
—~ Desensamblar con 3 herramientas: gui, cli, api.
e Cada alumno debe analizar:
— Archivo(s) malware (dentro de cuckoo) y archivo(s) benigno.
e Analizar archivos de tipo: libreria, ejecutable del sistema
e Realizar un reporte por equipo
-~ Pueden determiner con que compilador se creo?
—  Cuando se compild? Que librerias usa?
- Que diferencias hay entre los ensambladores?
- Que procesador require y cuantos bits?, Etc.




