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Definiciones
e Nombre
_ Toolkit ADK

_ Android Development Kit
- SDK (Software Development Kit)
— IDE (Integrated Development Environment)

e Contiene:
- Editor Las primeras empresas crearon su IDE
— Compilador Microsoft
_ Ligador Borland (1983-2015), Micro Focus International
: , Turbo C, Turbo Pascal
— Librerias

Embarcadero 2008
— Depurador Otros productos Delphi
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I n'[I’O Studio Code

Index.tsx

INSTALLED ‘

Python
Jupyter

Al inicio :
« Editor: vi, vim, gvim.
« Terminal: comandos.
« Proyecto: carpeta y archivos.

Jupyter Keymap

intelliCode

© 00 1) teis— Thet Browser Examp

Jackpot ] - Jackp
Ele Edi Search View Project Executs Debug Tools CVS Window Help

[S] DI@E\EH%«'W@@@MEH@E

(82088 || 2 ©| Otew Ginset Frooge Moo
Project | Classes | Debug|  mainepp |
= Jackpot /%

main.cpp Name: Jackpot
Description: small Jackpot game
Date: 11/10/1999
Copyright: Public Domain

€ 3 C 0 @ weamostso

Flo Edt Sescton View

5 menuProvicer
o

crrataContarttens

#include <iostream>
#include <stdlib.h>
#include <time.h>

using namespace std:

0 Proviers x  Ouput
void Start () B browser-menu-pAgnts packages
. B type

) Property act doos not exston fype DynarmicMans BaWidget . (2353 (4
e oxprossion. xpactad an assrrment ot cal (no-urused-exprossion) |

33 Compier | @ Resouces dll Compie Log | Debug| G Find Resus

Close | ' ] Masing semicion oo (10000
Information: 1 Compile Log:
Total Errors: ]U -I"C:/Dev-Cpp/include/c++/3.4.2" 1"C:/Dev-Cpp/include”

g++.xe maino -0 "Jackpot exe” -L"C:/Dev-Cop/lb”
Size of Dulput:  [477371 bytes 466 KB) | [Execution teminated

Complation successful
Bbott

76 | Insert [115 Lines in file
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Pausas
breakpoint

Controles Variables

Debugger (depurar)

[ Debug - HelloWorld/HelloWorld.cc - ON' . Momentics IDE

File Edit Refact = e — pas o
Clhe Wi B0 & (SR
%5 Debug 52 & e 3 i FN= B || 09= variables 3 . ®g Breskpoints
B (@ Heloworldllg/Ct+ ONX OConp (IP)] Mame Value
[=1-&f# QMY GDB Debugger (3/28/03 2:26 PM) (Suspended) [ 1
E-gf® Thread [i] (Suspended) ER e 0x08047eel
= 1mainf) C:Yde-4.5-workspace HellowWorld\HelloWorld.cc: 5 0x08043364 = = =argv Ox08047f44 .
'tmp/HelloWorld_gagomes12193475777032 on ProductionTarget1 pid 458733 (8/28/1 042 ==argy H P Il a d e
\QMX632\host\win32'\wa6 Wsrbin'intoxas-gdb.exe (8/23/08 2:26 PM) E . .,
G | X J
& 2
[€) HelloWorld.cc 2 [£] 1 <symbol is not available> 0xb033cd5a = O |[ B outine 22 .
J R T
Codlgo nde <cstdlibs L@ e e 7
nde <iostream> [
) i o iostream
main(int argc, char *ar boA @ main(nt, char*0) : int
zendl: : '

std::cout << "Welcome to the QNX Momentics IDE"™ << std:

return EXIT_SUCCESS;

& console & &4 Tasks | (Bl Problems
Hellowarld [C/C++ QN QConn (IF)] ftmp/Hellovorld_gagemes12 199479777032 an ProductionTarget] pid 458793 (3/28/08 2:26 PM)
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Intro

GNU
« GNU’s Not UNIX
* Proyecto creado por Richard Stallman en el MIT.
« Linus Torvals uso GNU para crear Linux
« SDK

o El mas famoso es gcc.

MinGW
El mas usado

_

bl

nes

PRODUCTS

% gnutoolchains.com

w v B ® !

¢ Configuracion 1@ What Is My P Add.. [ MITRE [J Miwr [J English [ django-docker [ Inv [J IEPC [J CGSI [J Rolando-Dr [ Ludiec

Android (GDB only)
ARM

AVR

Beaglebone
Blackfin
Cubieboard

ESP32

ESP8266

Nvidia Jetson
Kendryte

m32c-elf

m32r-elf

mé8k-elf

MinGW32
MinGW64

MSP430

PowerPC
Raspberry Pi
Raspberry Pi (64-bit)
RISC-V

STMP32MP1 (Linux)
STMP32MP2 (Linux)
Ubuntu (x64)
v850-elf

DOWNLOADS

Toolchains. A

TUTORIALS  SUPPORT  CONTACT

SYsF

Prebuilt GNU Toolchains for Windows

This website centains pre-built GNU toolchains for many embedded platforms. Every toolchain includes:

+ GNU Binutils

* GCC compiler for C and C++ languages

+ GDB debugger

« Aport of libc or a similar library (e.g. newlib)

All toolchains can be easily integrated into Visual Studio using our VisualGDB plugin.

Every toolchain is packaged in a convenient one-click installer.

<} Install GNU Toolch

- €

M

SYSPROGS

GNU toolchain for arm-elf

Ditectory: - C:ASysGCCharmelf = Tooichain summary
Insall for: Biwils versiorr 222
Cutent uses ] Hardink dupicate s GCCvesior 483
© Alusers (7] Add binary diectory to XPATH GDE version: 7.4

Newib versior: 1,200
License agreement

GMU GENERAL PUBLIC LICENSE -
Version 3, 23 June 2007

Copyicht (C12007 Free Soltware Foundation, I <

[7]1 accept the teims of the license agreement

Instal Cancel
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GNU
« Tiene la libreria de C mas usada, en particular por el kernel de
Linux.
« URLs
o https://www.gnu.org/software/libc/

o https://sourceware.org/glibc/

o Veamos ahora la ultima version aqui:
https://sourceware.org/glibc/manual/latest/pdf/libc.pdf
Tiene 1,316 paginas.

Version 2.41, Fecha: 2025-01-29 20:34



https://www.gnu.org/software/libc/
https://sourceware.org/glibc/
https://sourceware.org/glibc/manual/latest/pdf/libc.pdf
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Herramientas para construir sistemas informaticos formados por varios

programas: T :
+ UNIX e
o Make (Makefile) s v
o Autotools (Automake, Autoconf, etc.) o 9 o a1l min.o
* Java (JVM) e
o Maven. |
« Apache Maven pom.xml Lﬁ'

O A nt Object model version
<project>

_ HnodeiVersion>4,0.0=/modeler Group / organization id
Gradle - Ant + Maven <groupld>no.uio.inf5750</groupld> e

an factid>assignment-2</artifactld> +-= ’ Id of the project itself

version>1.0-SNAPSHOT</version>

PBC“BQ ng>jar</packaging> o
((((( >Assignment 2</name>

dpd \ T
: ~
=

Packaging type

<grol pld commons-logging</groupld>

Display name of the project
arﬂactld >COIT nu S- Iogg ng</artifactid>

sion>1.4</version:

Version of the project w
scope >compi Ie /scope> ‘

Dependencies

</dependency>
</dependencies>

</project>
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Microsoft SDK
Hay muchas versiones pero la mas conocida es:

MSVC (Microsoft Visual C++)
Es un compilador para C, C++, C++/CLI, y C++/CX.

o~ Windows® SDK for Windows® 7 and .NET Framework 4 = =

! ! r._YWindmvs- , .
I Roftware El entorno .NET es el mas importante
- Development Kit

(maquina virtual) y ha evolucionado

=-H windows Native Code Development Feature Description Detail
[] samples Visual C++ Compilers bastante_
#-[7] Windows Headers and Libraries ) .
.7 Tools Installs the Visual Studia 2010 Visual C++ Campilers. Includes x86,
%64, and ltanium compilers for C Runtime (CRT).
Sl visual C++ Compilers|
=[] .NET Development This feature and its children require 637.9 MB of hard disk space. .
[ Intellisense and Reference Assemblies httDS: //learn m ICrOSOft. co m/e n-

[0 Tools

8 Comnon Utes e _ _ us/dotnet/framework/install/versions-
- and-dependencies

-[4] Application Verifier
--[¥] windows Performance Toolkit Volume Avsiable Regquired

Debugging Tools for Windows = 592 GB 7822 MB
=] Redistributable Packages I 24,6 GB 0 bytes
Microsoft Visual C++ 2010 R KRR} Abea- M
- Application Verifier Downlozad Sze Estimated Time
[J pebugging Tools 2746 MB 41 Minutes . N ET F ramewo rk
--[] windows Performance Toolkit Vl _O a |a V4_8 - 1

< Back Cancel



https://learn.microsoft.com/en-us/dotnet/framework/install/versions-and-dependencies
https://learn.microsoft.com/en-us/dotnet/framework/install/versions-and-dependencies
https://learn.microsoft.com/en-us/dotnet/framework/install/versions-and-dependencies
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IL Viewer ~ 0 X

public
=2 {

- 7 . - this.nameTable = nameTable; 41717 - 71 73]
Microsoft Maquina Virtual ehis. scheatianes = schewaNanes;
this.eventHandler = eventHandler; = : )
this.compilationSettings = compil -
this.NsXml = nameTbblE.Add("http:

BaseProcessor(XmlNameTable n stfld class System.Xml.Schema.

-l // nameTable

“http://wew. w3, org/XML/1|
irt instance string System.X
string System.Xml.Schema

MSI L (M iCrOSOft Intermediate Languag e) protected void AddToTable(XmlSchema
Tiene su propio “bytecode”. T T bt cname e Length — ) } 11 end of method Saseprocessors: ctar

return;
XmlSchemaObject existingObject =
if (existingObject != null)

.method family hidebysig specialname instance cl
get_NameTable() cil managed

{
T { .maxstack 8
if (existingObject == item)
\ C# Visual Basic JScript F#
Visual Visual Visual Visual
Basic || C++ ™ c# ‘ \ Compilation
NET NET NET NET c# Visual Basic JScript F#
i Compiler Compiler Compiler Compiler
Microsoft Intermediate Unified class library j
Language (MSIL) > .NET
=
. Framework — exeor
Native code MSiL or CiL dilfiles
=
: ITC : iler < — \
Common Language Runtime (CLR) SComp

Native Code Runtime

Execution j




Entorno de Desarrollo
Intro

Apple SDK LLVM |
El toolkit que se usa es LLVM. Low Level Virtual Machine

C++
LLVM
C A Typed SSA -_>| ) MRS
a NG
L""*'_"“" J Front r 1R IR Code }_(
o [ ™ | | =™ ] |(intel
Objective-C ' 8 S )
Optimizations/
épulhon | Transformations | SPARC
!Z;xéla 1 Analysis | PowerPC

—

El proyecto mas conocido es Clang, el fronted de la familia de lenguajes de C. |
https://clang.llvm.org/ "
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Apple, Xcode

Toolbar Editor area
0006 N Adventure.xcodeproj | = APAAdventureScene.m =y
> E A | {§ Phone Retina (.., Runeing Adventure on Phone Retina (4-ini1) No Issurs = [ﬂ Z N Bl =Ny |
— —
B2 Q A & = » 8 U <« > Badv. 3 I - 5 0D Be
. Adventure g 15611 S0dCOTLLsLonNalLs]; (denthty and Type
i3 svidiole platio
2 targets, multiple platforms Target Membership
¥ . Adventure - Shared - (vold)adeBackgroundTiles { 8 A Adventure
¥ Scene /1 Tiles should already have been pre-loaded in
T APASAAtiols: Saneh +loadScencAssets, v A Adventure 0S5
1} APAMltiplaye...aracterScene for (SKNode stilehode in [self backgroendTiles)) {
m APAMultiplaye. . aracterScene.m [se11 acaNode:tileNode atworldlayer:APANGridlayerGround):
11| APAPIayer.h ; ) Text Settings
= APAPayer.m = Text Encoding  Unicode (UTF-8) 3
I APAAdventureScene.h = [vold)addSpawnPoints { A
T SRR // Ada goblin caves and set hero/boss spawn points. Use Eadings LLOS £ 1inbe 05 2
= . . for (int y w 8; y < kLevelMapSize: yoe) { Theead dibceakpole 218 | ~
> _ISprites for (int x = @; x < klevelMapSize; xe4) { D () @ =
» A CGPoint location = CGPointMake(x, y);
xf APADataMap elf velMap: i
> (- Unilties Map spot = [self querylevelMap:location] Push Button - intercepts mouse-
down events and sends an action
> Adwenture - OS X // Get the world space point for this level map pixel. .
> Adventure - [0S CGPoint worldPoint = [ message to a target object when it
e ”An convertleve IMapPointToWor 1dPoint: location);
A Gradient Button - lntercepes
¥ Scunds mouse-dowa events and seads an
> ou action message 10 a targes object
> Texture Atlases 4
»  Emvironment Rounded Rect Button - intercepts
¥ Particles > _heroes = _NSArraM 7 @70 objects” mouse-down events and serds an
| MagicParticle.sks » _goblinCaves « (_ NSAraM *} §°0 objects” Section messige 108 Warpes ohfect
+ 8@m® )| Aot © 0 & oojs: @

Navigator area Debug area Utility area
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Android Studio

= H S « - > 0 - { t: S m BQ
VolleyRequest > app > src > main> Java > com > gsrkar > volleyrequest > {3 MerultemDecoration >

. ooz
= Android = % % MenultemDecoration.kt % NavMenuAdapter.kt dialog_nav_menu_list. nav_men Emulator: [, Pixel 2 API30 Alpha

z
& [ I b o R R T o I 5]
package com.gsrikar.volleyrequest S

-

ort ...

er

Manay

q 0 q 649 &
class MenultemDecoration(private val splitMargin: Int) : RecyclerView.Item ©

MainActivity VolleyRequest

 Resour

u,
H

£ MenultemDecoration

2 NavMenuAdapter te v : MenuItenDecoration 7 Emall Ade

Commit

z NavMenuDialog Fragment

 NavMenuViewHoider = BuildConfig.DEBUG

VolleyRequestQueue

private val paint :Paint = Paint().apply { this:Paint
isAntiAlias = true
color = Color.BLACK

override fun getItemOffsets(outRect: Rect, vis i nt: Recycls
super.getItemOffsets(outRect, parent, state)
buildgradie
al position :int = parent.getChildAdapterPosition(view)

build.gradle if (DBG) Log.d(TAG, msg: "Child Position: $position")

1l grad le-wrapper.properties

val count :int tate.itemCount
if (DBG) Log.d(TAG, msg: "Child Count: $count")

soyenuE

if (positiol count - 2) {
outRect.top = splitMargin

810Kk op48918q 1

TODO @ 6:Probems & Appinspection |4 9:Git A Buld B Terminal /7 Profiler ( | Layout Inspactor

ded (moments ago) 231 LF UTF8 4spac L Material Oceanic




ﬁ “ GitLab

X

JIRA

(&8 MSBuild A%}‘é
Maven &

Gradie

cucumber.
JUnit @

sonarqube | @ourse
Nessus@Q)’ @
[FERTFY @ ouas
ONTRAST 01
B Twistlock ¢/ aqua

O iiimoon  archiva

0 nexus repository
e
Maven

Intro

La era de los servicios en la nube

DoD Enterprise DevSecOps
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Build

(PRE-PRODUCTION)

Pre-commit hooks,
software
composition analy:
SAST, code review,
container security,
vulnerability
scanning, DAST

DevSecOps

Deploy

(PRODUCTION)

Plan

(PRE-PRODUCTION)

Threat modeling,
change impact analysis

Pre-production

sis,

P@n‘

Access and configuration management,
chaos engineering, pen testing

Operate

(PRODUCTION)

Log collection, RASP,
Patching, WAF

Test Monitor
(PRE-PRODUCTION) (PRODUCTION)
DAST SIEM, vulnerability monitoring,

PLAN
&
DEVELOP

SECURE

I\
;

Technology Stack ANSIBLE
Exemplar
DEPLOY (4 i
“ GitLab ; & g
doudyee, @ " OPERATE R
¥ Terraform

access control

£3 4 4

CLO

STORE ARTIFACTS g

ONZE wigtacin
Container and Container
Management Google
Cloud Plstform
A\ Azure
kubernetes i
“¢*amazon
webservices™

©iaii Lo laC
£ Nagios’ , .
S vonror splunk> Infraestructura como codigo
© New Relic.




Herramientas de Analisis
Automatizadas

Multi-lenguaje
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Analsis

Tipos de analisis
e Estatico
- SAST (Static Application Security Testing)

- Usan una combinacion de:
o Control-Flow Graphs (CFGSs)
o Abstract Syntax Trees (ASTS)

e Dinamico
- DAST (Dynamic Application Security Testing)

— Se combina con:

o Software Composition Analysis (SCA)
o Analisis de vulnerabilidades.
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sonarqube\\\

)
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SonarQube
e \ersiones

-~ Comercial y gratuita (Community)
- https://docs.sonarsource.com/sonarqube-server/latest/try-out-sonarqube/

- https://'www.sonarsource.com/open-source-editions/sonarqube-community-edition/
e Define con precision QA (Quality Assurance)

- https://docs.sonarsource.com/sonarqube-server/latest/core-
concepts/clean-code/definition/

e Analisis estatico con reglas

- Ejemplo
https://rules.sonarsource.com/python/

@ Project Portfolio



https://docs.sonarsource.com/sonarqube-server/latest/try-out-sonarqube/
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Alternativas a SonarQube

1. Codacy _ Linter

> \eracode It is a.tool that anal_yzes source code to _fIag
heck K potential problems like syntax errors, stylistic

3. CheckMar errors, and bugs, promoting code quality and

4. Deepsource readability.

5. Snyk

6. Cycode 1. ESLint: A popular linter for JavaScript and

TypeScript.
Pylint: A linter for Python.
Checkstyle: A linter for Java.

4. RuboCop: A linter for Ruby.

w N

Plugins integrados al IDE




Resumen
Conceptos a recordar



Resumen
A recordar

Conceptos

Los fundamentales:

1. Que es un ambiente de desarrollo
e Funcionalidades que ofrece

2. Que herramientas hay que analizan el cddigo para:
e Detectar errores de programacion.
e Detectar vulnerabilidades.
e Evaluar mejores practicas.




The end
Contacto

Raul Acosta Bermejo

http:www.cic.ipn.mx
http://www.cisedg.cic.ipn.mx/

racostab@ipn.mx
racosta@cic.ipn.mx

57-29-60-00
Ext. 56652
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