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Bases de datos de vulnerabilidades

1. Existen varias que son gratuitas y comerciales.

2. Las grandes empresas suelen publicar las suyas, pero solo cuando

ya las corrigieron.

i. Microsoft Security Bulletin

Por ejemplo, el código MS17-023

https://learn.microsoft.com/en-us/security-updates/

ii. MacOS X

https://support.apple.com/en-us/HT201222

3. A la corrección se le llama parche, en inglés patch.

i. Se utiliza un algoritmo que remplaza bytes (txt o bin) y es del tipo

usado en el comando diff.
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CVE (Common Vulnerabilities and Exposures)

⚫ The mission of the CVE Program is to identify, define, and catalog publicly 

disclosed cybersecurity vulnerabilities.

⚫ URLs

o https://cve.mitre.org/
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Process
Vulnerabilities are:

1. First discovered, then reported to the CVE Program.

2. The reporter requests a CVE ID, which is then reserved for the reported vulnerability. 

3. Once the reported vulnerability is confirmed by the identification of the minimum required data elements 

for a CVE Record, the record is published to the CVE List.

4. CVE Records are published by CVE Program partners from around the world.

There is one CVE Record for each 

vulnerability on the CVE List.
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Linux kernel 6.13
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API Rest

⚫ Existen varias formas de consultar la BD del CVE usando un API que nos permitiria

construer aplicaciones que usen la BD.

⚫ Una de las opciones es

o https://cve.circl.lu/api/

o Este sitio tiene además más información como estadísticas.

https://cve.circl.lu/api/
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⚫ Fortinet. An exploit (in its noun form) is a segment of code or a program that 

maliciously takes advantage of vulnerabilities or security flaws in software or 

hardware to infiltrate and initiate a denial-of-service (DoS) attack or install malware.

– The exploit is not the malware itself but is used to deliver the malware. To exploit (in its verb 

form) is to successfully carry out such an attack.

– When developers produce software, bugs often appear due to inherent imperfections. 
These bugs can create a vulnerability in the system, and an exploit searches out such 

vulnerabilities and looks for a way to exploit databases and networks or systems.

⚫ Cisco. An exploit is a program, or piece of code, designed to find and take 

advantage of a security flaw or vulnerability in an application or computer system, 

typically for malicious purposes such as installing malware.

– Types of exploits:

o  Known exploits, Unknown exploits.

o Hw, Sw, Network (remote, local), etc.

⚫ Otras: https://www.malwarebytes.com/exploits
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⚫ Many exploits are designed to provide superuser-level access to a 

computer system.

⚫ Attackers may use multiple exploits in succession to first gain low-level 
access and then escalate privileges repeatedly until they reach the highest 

administrative level, often referred to as "root.”

⚫ This technique of chaining several exploits together to perform a single 

attack is known as an exploit chain.
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Exploit Database

⚫ The Exploit Database is maintained by OffSec, an information security 

training company that provides various Information Security 
Certifications as well as high end penetration testing services.

⚫ The Exploit Database is a non-profit project that is provided as a public 

service by OffSec.

⚫ The Exploit Database is a CVE compliant archive of public exploits and 

corresponding vulnerable software, developed for use by penetration 

testers and vulnerability researchers.

⚫ URL

o https://www.exploit-db.com/

o 46,102 exploits (19/feb./2025)
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https://www.exploit-db.com/
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Software

Algunas de las más utilizadas:

1. Escáneres de Vulnerabilidades

i. Detección de CVEs en Infraestructura.

ii. Ejemplo: Nessus, OpenVAS, Rapid7 Nexpose, etc.

2. Herramientas de Evaluación de Seguridad de Sistemas

i. Ejemplo: Metasploit Framework, DefectDojo, etc.

3. Busca vulnerabilidades en las dependencias (librerías) de un

programa.

i. https://owasp.org/www-project-dependency-check/



Las que usan los exploits:

1. Metasploit

– Version comercial

https://www.rapid7.com/db/

– Versón gratuita

https://www.metasploit.com/download
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Raúl Acosta Bermejo

http:www.cic.ipn.mx

http://www.ciseg.cic.ipn.mx/

racostab@ipn.mx

racosta@cic.ipn.mx

57-29-60-00

Ext. 56652
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