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Abstract—As mobile devices become prevalent in workplaces, 
it also creates a unique environment, Bring Your Own Device, in 
enterprise networks. BYODs are extensions of corporate 
networks and thus it is essential to secure BYODs to protect 
enterprise networks. Security tools such as firewalls, anti-virus 
software, and anti-spam software have been widely used to 
protect corporate networks. Similar tools are also desired to 
protect BYODs. BYODs have many advantages, such as 
reducing companies’ cost and increasing users’ productivity. 
However, they also raise many security issues and challenges due 
to their unique security requirements. This paper summarizes 
threats and attacks on BYODs and reveals their security issues 
and challenges. The paper further compares existing BYOD 
solutions and presents a BYOD security framework that 
provides guidance for enterprises when adopting BYODs. 
 

Index Terms—BYOD, Security, Space Isolation, Corporate 
Data Protection, Security Policy Enforcement 

I. INTRODUCTION 
Mobile devices, such as smartphones and tablets, have been 

widely used for personal and business purposes. According to 
a recent report from KPBC, the number of smartphone users 
has risen above a billion in Q3 2012 globally [1]. Gartner 
estimated that 1.2 billion smartphones and tablets could be 
sold in 2013 [2]. It is a 46 percent increase compared to the 
821 million devices sold in 2012. However, when considering 
the 5.9 billion global mobile subscribers [3], smartphone and 
tablet adoption is still in early stage. 

As mobile devices become popular, they are also becoming 
prevalent in workplaces such as corporate networks and 
campus networks. Traditionally, companies would provide 
mobile devices to their employees. However, as newer 
devices come out much faster than companies can afford to 
replace the existing ones, this is no more a feasible option. 
Many companies started to adopt mobile devices from 
employees. This has created a unique environment, Bring 
Your Own Device (BYOD), in enterprise networks. In a 
security survey by Courion, 69% of all enterprises indicate 
that their employees were using personal mobile devices to 
connect to the corporate networks [4]. As the number of 
employees using mobile devices increases, so does the risk 
that corporate data will be lost or released into the wild. A 

recent study carried out in the U.K. by security firm CPP 
found that over 50% of used mobile devices still contained 
large amounts of data from the previous owners [5]. This is in 
spite of the fact that 86% of consumers surveyed indicate that 
they made efforts to erase all personal data from their mobile 
units before selling or recycling them [5]. 

BYODs have many advantages, such as reducing 
companies’ cost and increasing employees’ productivity. 
However, BYODs also raise many security issues and 
challenges in enterprise networks [6]. One of the concerns is 
corporate data security. Theft and loss are two major threats 
of mobile devices. Thus, it is critical to protect corporate data 
stored on a BYOD. Further, BYODs are extensions of 
enterprise networks. Therefore, it is essential to secure 
BYODs and thus protect enterprise networks. A few BYOD 
solutions (mobile device management system and mobile 
virtual machines) exist and aim to address BYOD security. 
However, limitations and drawbacks are also found in these 
approaches. Given the number of reasons for using BYODs, 
administrators and IT professionals must look into security 
issues before adopting BYODs.  

In this paper, we summarize security threats and attacks on 
BYODs and reveal their unique security issues and challenges 
in enterprise networks. We investigate and compare four 
current BYOD solutions. We further present a BYOD security 
framework that meets all the security requirements and 
provides guidance for enterprises when adopting BYODs. 

The remainder of the paper is organized as follows: Section 
II summarizes security threats and attacks in mobile devices. 
Section III reveals security issues and challenges unique to 
BYODs. Existing BYOD solutions are discussed and 
compared in Section IV, followed by our BYOD security 
framework in Section V. Section VI concludes the paper. 

II. BYOD SECURITY THREATS AND ATTACKS 
BYODs are the computing devices, such as smartphones, 

tablets, and PDAs, which are brought by employees and are 
able to connect to a corporate’s network. As smartphones and 
tablets become popular in workplaces, the term BYOD is 
often used to refer to these mobile devices. In this paper, we 
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use BYODs to refer to mobile devices such as smartphones 
and tablets. BYODs include the following elements: 

 They come pre-installed with a modern mobile 
operating system such as iOS, Android, or Windows 
Mobile. 

 They support a carrier’s networks (2G/3G/4G), Wi-Fi 
networks and Bluetooth. 

 They are able to access the Internet.  Internet 
accessibility is provided through either a carrier’s 
networks or a local Wi-Fi network. 

 They are capable of running third party applications 
downloaded from application stores through the 
Internet. 

 They support MMS messages and have embedded 
sensors inside.  

A. Threats and Attacks 
BYODs are mobile devices and thus they are vulnerable to 

various threats and attacks like other mobile devices. These 
threats and attacks are summarized in Table 1 [7].  

These threats and attacks are usually carried out by 
malware that disguises itself as normal mobile apps such as 
games, a security patch, or other desirable applications and is 
then downloaded to a mobile device. Mobile malware falls in 
three main categories: virus, Trojan, and spyware [8]. Trojan 
and spyware are the dominant malware in smartphones. 
According to Juniper’s report in 2012, malware targeting the 
Android platform rose 3,324 percent in the last seven months 
of 2011 [8]. 

B. BYOD Vulnerabilities 
A BYOD integrates many functions such as emails, 

calendars, notes and may include sensitive information 
related to organizations or personnel. Moreover, BYODs are 
also used for business and may carry critical corporate data. 
The sensitive information on a BYOD may include, but is not 
limited to 

 Personal information such as home address, phone 
number, pictures, contact lists, etc. 

 Correspondence business information such as 
emails, text messages, MMS messages, call logs 

 Credit card information, secret credentials such as  
user names and passwords 

 Files on flash memory or memory card 
 Corporate documents such as word documents and 

spreadsheets 
 Geographical location 

The central data management of a BYOD is very attractive 
to hackers and it makes BYODs easy targets. BYODs are 
vulnerable to many threats and attacks as described in Table 
1. The vulnerabilities of BYODs are due to the lack of 
confidentiality, isolation, and compliance on BYODs. 
1) Confidentiality 

BYODs may carry sensitive data such as corporate data. 
This data should not be stored on a BYOD in plaintext. It is 
essential to protect confidentiality of corporate data on a 
BYOD.  

Further, it is not only essential to protect confidentiality of 
corporate data, but also important to monitor and reject 
unauthorized and illegal access of corporate data. 
Unauthorized access comes from insiders (employees or 
former employees) when they are not supposed to access 
corporate data. Illegal access comes from outsiders when they 
want to recover corporate data stored on a BYOD, e.g., 
malicious users try to steal data from a lost BYOD. Once data 
is downloaded to a BYOD, it is easy to make copies and 
transfer files from a BYOD to other mediums. Thus, 
unauthorized and illegal data access on a BYOD should be 
monitored and rejected. Encryption can be used to protect 
confidentiality of corporate data. However, novel cipher 
techniques should be explored to prevent unauthorized and 
illegal access on corporate data.  
2) Isolation 

BYODs are adopted for both personal use and business use. 
These two have different security requirements. When used 

Threats and Attacks Description 
Sniffing Tapping or eavesdropping, e.g., GSM A5/1 cracked 
Spam Email spam and MMS message spam, e.g., unsolicited MMS 
Spoofing Spoof “Caller ID” or MMS “Sender ID”, e.g., spoofed MMS messages from 611 
Phishing Steal personal information using a spoofed target mobile application 
Pharming Redirect web traffic to a malicious website and followed by more specific attacks 
Vishing Voice phishing by utilizing VoIP technique 
Data leakage Unauthorized transmission of data, e.g., mobile virus ZitMo 
Vulnerabilities of Webkit 
engine 

Vulnerability allowing attackers to crash user applications and execute code, e.g., the Webkit 
vulnerability revealed by CrowdStrike 

DoS 

Jamming Jamming radio channel 
Flooding MMS message flooding attacks and incoming phone call flooding attacks 
Exhausting Battery exhaustion attack 
Blocking Use smartphone blocking functions to disable smartphone 

Table 1. Threats and Attacks on Mobile Devices 
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for personal, BYOD owners look for the flexibility and 
convenience to decide what apps can be downloaded and what 
can be installed. However, when used for business, it is 
essential for organizations to ensure that the mobile devices 
are in compliance with the organizations’ security policies. 
Space isolation is a desired feature and it makes it possible to 
apply different security policies on personal space and 
corporate space on a BYOD. 
3) Compliance 

BYODs are extensions of enterprise networks. However, it 
is hard to ensure that BYODs comply with enterprise security 
policies. A few BYOD solutions exist. However, they all have 
limitations when applying security policies on a BYOD. 
Further, BYODs are personal devices which are adopted for 
business use. It is impractical to manually audit an 
employee’s personal device due to the ownership and also the 
large amount of BYODs. Alternative automatic options 
should be explored to enforce enterprise security policies on 
a BYOD [9]. 

III. BYOD SECURITY ISSUES AND CHALLENGES 
BYODs are mobile devices and thus they have similar 

security challenges like other mobile devices as shown in 
Table 2 [7]. Furthermore, BYODs also raise some security 
issues and challenges due to their dual purpose on personal 
and business use. These security issues and challenges are 
summarized as below.  

A. BYOD Discovery 

Because BYODs are part of an enterprise network, it is 
essential to monitor and track BYODs in such a network. 
BYOD discovery refers to the process of detecting BYODs in 
enterprise networks. BYOD discovery can be divided into two 

categories, agent-based BYOD discovery system, and 
scanning-based BYOD discovery system. 

Agent-based BYOD discovery system requires an agent (a 
mobile app) installed on a BYOD. The agent is responsible 
for reporting the device status to a central network 
management system, e.g., Mobile Device Management 
(MDM) system. The agent is also used as a delegate on behalf 
of system administrators to enforce certain security policies 
on a BYOD. For example, the agent can be used to enforce 
password policy on a mobile device. The agent-based BYOD 
discovery system is easy to use and does not cause much 
communication overhead in an enterprise’s network. 
However, it requires a mobile application to be installed on a 
BYOD first. 
 Scanning-based BYOD discovery system does not require 
any mobile apps installed on BYODs. Network scanning tools 
such as nmap can be used to detect BYODs based on their 
fingerprint. Since BYODs are usually connected to enterprise 
networks through Wi-Fi networks, it makes scanning BYODs 
possible. Scanning can also be based on Bluetooth interfaces 
on BYODs. However, the approach only works in small areas 
and is difficult to scale to large workspaces. Scanning-based 
BYOD discovery system does not require a mobile app to be 
installed on a device. However, scanning a network may take 
long time and it also adds extra traffic to an enterprise 
network. Our experiments with network scanning tools also 
show that scanning-based approach does not always 
guarantee that it will detect a BYOD in a network. 

B. Corporate Space Isolation 
BYODs are adopted for both personal use and business use. 

This naturally leads to separation of personal space and 
corporate space on a BYOD. BYODs are extensions of 
enterprise networks. Thus, BYODs must comply with an 

Challenges Impacts and Countermeasures 
Mobile devices are consumer 
products 

Different groups have different perspective and security needs. 
Mobile device security tools should be flexible and configurable. 

Mobile devices are platform-oriented Multiple operating systems, e.g., Android and iOS, exist. 
Security software must be customized for each operating system and each version. 

Mobile devices are a multiple 
entrance open system 

Each entrance (Bluetooth or Internet) might be a potential back door for malware. 
Need to break the attack loop, e.g., malware detection, prevention, and removal. 

Mobile devices are easy targets 
because of their central data 
management 

A mobile device carries sensitive data, personal and banking information, in a central 
place. 
Encryption techniques and migrate data to cloud. 

Mobile devices are resource-
constrained devices and are easy to 
physically tamper 

Security solutions must consider computational complexity and battery consumption. 
Add password or enable auto-lock, anti-theft technology. 

Mobile devices are at high risks with 
embedded sensors inside 

Smartphone sensitive data might be stolen and abused. 
Resource monitoring and intelligence to block illegal sensor access. 

Mobile devices jeopardize business 
operations 

It is difficult to audit and enforce security policies in a personal device. 
Isolate and enforce security policies at a higher security level on corporate data. 

There is lack of security awareness 
among mobile users 

Reluctant to update firmware and apply security patches. 
Education, smartphone security policy enforcement, and audit 

Table 2. Security Challenges on Mobile Devices 
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enterprise’s security policies. On the other hand, BYODs are 
also personal devices. Thus, individual users should also have 
the flexibility to choose and install mobile apps on their 
devices. Space isolation can solve this dilemma. Space 
isolation separates personal space and corporate space on a 
BYOD and thus makes applying different security policies on 
personal space and corporate space possible. 

C. Corporate Data Protection 
Corporate data includes business related data such as 

emails, contact list, calendar, and corporate documents. It is 
apparently essential to ensure security of corporate data. 
Corporate data protection has two aspects, i.e., protecting 
corporate data from outsiders, and protecting data from 
unauthorized and illegal access from both insiders and 
outsiders. 

Theft and loss are two major threats for mobile device 
security. Many mobile forensic tools are available to collect 
data from mobile devices. Thus, it is critical to have corporate 
data encrypted and ensure it is not disclosed to outsiders if a 
BYOD is stolen or lost.  

Corporate data encryption helps to protect data from 
outsiders. However, it does not help to protect data from 
unauthorized and illegal access by parties who have 
appropriate keys. For example, employees could copy and 
transfer corporate data downloaded to a BYOD to other 
mediums. If they have appropriate keys, they could figure out 
a way to recover encrypted data. Encryption is important to 
protect corporate data confidentiality. However, protecting 
data from unauthorized and illegal access is important to 
protect BYOD security too.  

D. Security Policy Enforcement 
BYODs are extensions of an enterprise’s networks. Thus, 

it is essential to ensure that BYODs comply with the 
enterprise’s security policies. The challenges that enterprises 
face in a BYOD environment include employees’ 
unwillingness to backup data, lack of awareness of 
companies’ security policies, lack of protection on corporate 
data, etc. Many of these issues can be resolved by auditing or 
enforcing a certain security standard on BYODs in an 
enterprise network. However, manually auditing on BYODs 
is time consuming and not practicable. Therefore, automatic 
ways to enforce security policies on BYODs should be 
explored. However, security policy enforcement on BYODs 
is challenging:  

 Security policies are usually general statements 
which cannot be executed on BYODs. 

 BYODs have different hardware, OS, applications, 
and versions. A security policy must be re-
interpreted for each specific hardware platform. 

 It is difficult for enterprise administrators and IT 
professionals to enforce and audit security policies 
for each individual smartphone subscriber. Practical 
automated security policy enforcement is desirable. 

 Security policies may be changed and thus, must be 
updated constantly. Innovative approaches for 
security policy enforcement must be explored. 

Significant discrepancy exists between BYOD security 
policy administration and security policy enforcement. 
Automatic security policy enforcement should be explored on 
BYODs in enterprises’ networks.  

IV. BYOD SOLUTIONS 
A few solutions exist and aim to address BYOD security in 

enterprise networks. These solutions include virtual private 
networks, mobile device management system, mobile virtual 
machines, and Cisco BYOD smart solution. 

A. Virtual Private Networks (VPNs) 
In a typical enterprise network, Demilitarized Zone (DMZ) 

is usually used to protect internal networks. Users are also 
required to use Virtual Private Network (VPN) to connect to 
the internal network through the public Wi-Fi/cellular 
networks like 3G/4G. However, using DMZ or VPN does not 
help protect BYODs. First, BYOD owners are usually 
employees. They have no issues to connect their devices to 
the intranet. Second, VPN helps secure communication 
between BYODs and corporate networks. However, it does 
not help to protect data stored on BYODs. 

B. Mobile Device Management (MDM) 
Mobile Device Management (MDM) system is another 

option to secure BYODs. A MDM can be used to manage 
mobile devices and enforce certain security policies on 
mobile devices. A few MDM products have been available in 
the market, for example, FiberLink Maas360, Zenprise 
MobileManager, AirWatch MDM, and MobileIron. 
However, this approach has several limitations and 
drawbacks. First, MDM does not separate personal and 
corporate space on a BYOD. If a user has multiple roles in 
more than one organization, MDM system has issues to 
handle it. Each organization may have different security 
policies and MDM will have problems when handling 
conflicting policies. Further, MDM simply applies security 
policies on the whole device due to the lack of space isolation. 
Thus, BYOD owners will lose their flexibilities in their 
personal space if MDM is used. 

C. Mobile Virtual Machines (MVMs) 
Virtual machines have been widely used in desktop 

computers and cloud computing. They provide effective ways 
to separate space and data. As mobile devices become more 
powerful, developing virtual machines for mobile devices 
become practicable. Mobile Virtual machines (MVMs) can be 
used for separating personal space and corporate space in a 
BYOD [10], [11]. VMware Horizon Mobile is such an 
approach [12]. 

There are two options to develop virtual machines on 
mobile devices: heavy duty virtual machine and simplified 
lightweight virtual box.  
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 Heavy duty virtual machines allow users to install multiple 
mobile operating systems on a mobile device.  However, 
mobile devices are resource-constrained devices and may 
have issues to meet the high demand for computation power, 
memory, and disk space from multiple mobile OS instances. 
In addition, vendors may not be willing to support other 
mobile operating systems. 

Simplified lightweight VMs require less computation and 
battery power. It does not provide multiple OS instances on a 
BYOD as heavy duty VMs can do. Instead, it utilizes 
lightweight virtualization technique to provide multiple 
virtual namespaces on a single OS instance, and each virtual 
namespace is isolated from one another. Cells is an example 
of such lightweight virtual machines [10].  

A few prototype MVMs are available. However, this 
approach has not been widely used and commercialized. 

D. Cisco BYOD Smart Solution 
The Cisco BYOD Smart Solution provides the necessary 

infrastructure, including access points, controllers, security, 
and network management for BYODs [13]. Cisco’s solution 
provides a foundation for BYODs when they are connected to 
a network. Different permissions (such as full access, partial 
access, Internet Only, and Deny Access) can be enforced on a 
BYOD. However, the solution does not provide any client 
support on BYODs, such as space isolation, and corporate 
data protection. Thus, the solution must be integrated with 
other approaches (e.g., MDM) to provide the desired security 
features on the BYODs.  

Note that the solutions discussed here (such as VPNs, 
MDM, MVMs, and Cisco BYOD Smart Solution) must be 
used with other mobile security tools such as anti-virus 
software, and anti-spam software. 

V. BYOD SECURITY FRAMEWORK 
BYOD security is essential to protect enterprise networks. 

It is also challenging to secure BYODs due to their 
uniqueness. A few solutions exist and aim to address BYOD 
security issues. However, limitations are also found in these 
approaches (Section IV). 

A. BYOD Security Requirements 
A BYOD security solution must meet the following 

requirements: 
1. Space isolation: it must be able to isolate personal 

space and corporate space on a BYOD so that 
different security policies can be applied. 

2. Corporate data protection: corporate data should be 
encrypted when it is stored on a BYOD; 
Unauthorized or illegal access requests on corporate 
data should be monitored and rejected. 

3. Security policy enforcement: it must be able to 
enforce enterprise security policies on BYODs and 
ensure that BYODs are in compliance with an 
enterprise’s security policies. 

These requirements provide the desired access control, 
confidentiality, and security policy management on BYODs. 
An ideal BYOD solution should meet all these three security 
requirements. Figure 1 shows a framework for BYOD 
security in an enterprise network which meets all these 
requirements. The framework includes two sides: enterprise 
side and BYOD side. 

 
Figure 1. BYOD Security Framework 

B. BYOD Security: Enterprise Side 
Enterprise side includes various corporate resources, such 

as the Internet, servers, and corporate data and provides 
access control for BYODs to access these resources. The 
access requests are granted or declined based on enterprise 
security policies. Enterprise side also includes device 
management system, such as MDM, to manage BYODs. 

Network access control provides access points for BYODs 
and grants BYOD access requests according to corporate 
security policies. Network access control needs to 
differentiate requests from personal space and corporate space 
on a BYOD. Using different certificates for personal space 
and corporate space is one option to differentiate these 
services. 

Security policy database defines the enterprise’s policies to 
handle BYODs. For example, how to handle access requests 
coming from personal space on a BYOD, what kind of 
BYODs are allowed to access the network, what is the cipher 
to be used, what is the key size, and so on. 

MDM provides BYOD management capability. It has the 
functions to collect management information from a BYOD 
and enforce certain security policies on a BYOD. 
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C. BYOD Security: BYOD Side 
BYOD side provides the functions to isolate corporate 

space, enforce security policies, and protect corporate data. 
Space isolation provides the capability to separate personal 

space and corporate space on a BYOD. Space isolation is 
necessary for BYODs so that different security policies can 
be applied.  Personal space includes employees’ self-installed 
mobile apps and personal data. Corporate space includes 
corporate mobile apps and corporate data. Mobile apps and 
data in corporate space must comply with enterprise security 
policies. Ideally, personal space should not be able to access 
corporate resources, but may have limited access on certain 
resources such as the Internet. There might be some 
applications, such as SKYPE, that are desired for both 
personal and business use. Instead of sharing the application 
between personal space and corporate space, the applications 
should be installed separately in both to ensure the security of 
corporate data.  

MDM-Agent is a mobile application that is installed in 
corporate space. MDM-Agent sends BYOD management 
information to MDM and acts as a delegate on behalf of 
system administrators to enforce certain security policies on a 
device. For example, MDM can issue a remote wipe 
command and wipe all the corporate data on a BYOD. 

Security policy enforcement ensures that a BYOD 
complies with an enterprise’s security policies. Security 
policies may include what crypto operations should be used, 
the size of the keys, and so on. A security policy database 
(SPD) is maintained in the corporate space. SPD includes 
information such as data type, security protocols, and keys.  

Corporate data protection provides protection on corporate 
data. It can not only ensure that corporate data is stored in 
cipher text in storage, but also ensure that corporate data 
cannot be copied, or transferred illegally or without 
authorization. Crypto operations provides the desired 
cryptographic primitives (such as ciphers, hash functions, and 
digital signatures) to support corporate data protection. 

D. BYOD Security Framework Implementation 
 BYOD security framework provides general guidance to 

adopt BYODs in an enterprise environment. Current 
solutions, such as MDM, mobile virtual machines, and Cisco 
Smart BYOD Solutions, could be integrated together to 
provide complete features to manage BYODs in an enterprise 
working environment. Further, current BYOD solutions focus 
on confidentiality of corporate data. Unauthorized and illegal 
data access on a BYOD should also be considered in a BYOD 
security solution.  

VI. SUMMARY 
BYODs are extensions of enterprise networks. It is 

essential to protect BYODs and thus protect security of 
enterprise networks. BYODs are vulnerable to many threats 
and attacks like other mobile devices. BYODs may be even 
more attractive to attackers because they may carry critical 

corporate data. Security tools such as firewalls, anti-virus, and 
anti-spam have been widely used to protect enterprise 
networks. Similar tools are also desired to protect BYODs. A 
few solutions exit for BYOD security. However, limitations 
and drawbacks have been found in these solutions. 

Securing BYODs has many challenges due to the dual 
purposes of personal use and business use on BYODs. An 
ideal BYOD solution must be able to separate corporate space 
from personal space and protect corporate data and monitor 
and reject unauthorized and illegal data access. Furthermore, 
it must also ensure that BYODs comply with an 
organization’s security policies in an enterprise network. 

REFERENCES 
[1] M. Meeker, “Internet Trends @ Stanford,” 2012. 
[2] Gartner Press Release, “Gartner Says 821 Million 

Smart Devices Will Be Purchased Worldwide in 
2012; Sales to Rise to 1.2 Billion in 2013,” Barcelona, 
Spain, 06-Nov-2012. 

[3] ITU, “Key Global Telecom Indicators for the World 
Telecommunication Service Sector,” Nov-2011. 

[4] Courion Press Info, “69% of Enterprises Say 
Employees are Connecting Personal Mobile Devices 
to the Corporate Network; More Than One in Five 
Organizations Does Not Have a Policy in Place to 
Govern This Use,” 26-Jul-2011. 

[5] P. Wagenseil, “Half of Used Cellphones Still Hold 
Personal Data,” NBC News, 22-Mar-2011. 

[6] K. Miller, J. Voas, and G. Hurlburt, “BYOD: Security 
and Privacy Considerations,” IT Professional, vol. 14, 
no. 5, pp. 53–55, 2012. 

[7] Y. Wang, K. Streff, and S. Raman, “Smartphone 
Security Challenges,” Computer, vol. 45, no. 12, pp. 
52–58, Dec. 2012. 

[8] Juniper Neworks, “2011 Mobile Threats Report,” 
2012. 

[9] R. Xu, M. Park, and R. Anderson, “Aurasium : 
Practical Policy Enforcement for Android 
Applications,” in USENIX Security 12, 2012. 

[10] J. Andrus, C. Dall, A. Van Hof, O. Laadan, and J. 
Nieh, “Cells : A Virtual Mobile Smartphone 
Architecture Categories and Subject Descriptors,” pp. 
173–187, 2011. 

[11] K. Barr, S. Deasy, and C. Newell, “The VMware 
Mobile Virtualization Platform : is that a hypervisor 
in your pocket ?,” pp. 124–135. 

[12] VMware, “VMware Horizon Mobile,” 2013. 
[Online]. Available: 
http://www.vmware.com/products/desktop_virtualiz
ation/mobile/overview.html. 

[13] Cisco Systems, “BYOD Smart Solution,” 2013. 
[Online]. Available: 
http://www.cisco.com/web/solutions/trends/byod_s
mart_solution/index.html.  

The 11th Annual IEEE CCNC- Mobile Device, Platform and Communication

85



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


