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Mobile Security Course A-15

a Instructor
> Dr. Ponciano Jorge Escamilla Ambrosio
> pescamilla@cic.ipn.mx
> http://www.cic.ipn.mx/~pescamilla/

0 Class meetings
> Mondays and Wednesdays 8:00 — 10:00 hrs.
> Classroom A3
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Course web site

a Course web site:

> http://'www.cic.ipn.mx/~pescamilla/academy.html
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Cursos

* Mobile Security

¢ Internet of Things

> Papers and reading material to be provided
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Course Lab

Q Mobile Security Labware

https://sites.google.com/site/mobilesecuritylab
ware/home e |

SMART: Real World Relevant Security Labware
for Mobile Threat Analysis and Protection Experience
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Introduction: "CIA", Threats, and Ethics

Getting Started for Android Development

Android Core Components

1. Threats of Lost or Stolen Mobile Devices
Mobile Device &
;.;;:‘:v 2. Unauthorized Mobile Resource Access

3. Data, location and cryptography Privacy

4. Mobile Malware
Mobile App

Sacurity 5. Mobile Spyware

6. Secure Mobile App Development

e 7. Mobile SMS Security

MNetwork & 8. Mobile Phishing
Communication

Security 9. Mobile Network Exploits

Click here to do the suvery
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Course Objective

a At the end of the curse the student will have
a comprehensive understanding of the main
iInformation and network security aspects
that arise in mobile communication systems,
iIncluding smartphones and mobile
telecommunication systems, wireless sensor
networks, the internet of things and safety-
critical devices.



N C!C
Course content

Introduction to mobile security
Telecom security

Smartphone security

Mobile Internet security

Mobile local privacy

Wireless sensor networks security
Internet of things security

Security in safety-critical devices
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Course text books

COMPUTER
AND INFORMATION

SEELRITY John R. Vacca, Computer and Information Security Handbook, 2nd
1 Edition, Morgan Kaufmann, 2013.

Fundamentals

of Mobile Frank Adelstein, Sandeep K.S. Gupta, Golden G. Richard III, and Loren
acr:;'"*;;:;';:j;'v Schwiebert, Fundamentals of Mobile and Pervasive Computing, McGraw-
S Hill, 2005.

= £

Noureddine Boudriga, Security of Mobile Communications, CRC Press,
2010.
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Course text books

o Levente Buttyan and Jean-Pierre Hubaux, Security and Cooperation in
Wireless Networks, Cambridge University Press, 2007

Abhishek Dubey and Anmol Misra, Android Security: Attacks and
Defenses, CRC Press, 2013.

MOBILE Himanshu Dwivedi, Chris Clark, and David Thiel, Mobile Application
APPLICATION  >ecurity, McGraw-Hill, 2010.

SECURITY
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Course text books

Security for
Telecommun ications

Networks

Patrick Traynor, Patrick McDaniel, and Thomas La Porta, Security for
Telecommunications Networks, Springer, 2008.

SPRINGE
lllllll

losifI. Androulidakis

. Mobile Phone
| Security and
Forensics
A Practical
Approach

Iosif I. Androulidakis, Mobile phones security and forensics: A practical
approach, Springer, 2012.

. Kami Makki, Peter Reiher, Kia Makki, Niki Pissinou, and Shamila Makki,
tened  Mobile and wireless networks security and privacy, Springer, 2007.

Network Security
and Privacy
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Grading

a Midterm exam 20%

a Final exam 20%

0 Homework and Labs 30%
2 Final Project 30%

4l d 10
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Course Schedule A-15

http://www.cic.ipn.mx/~pescamilla/academy.html

Mobile Security Course Schedule A-15

[paTE  [[TOPIC |READING |
|JE|I'I 26 ”Cuurse Introduction & Logistics [Slides] ”[Hansun and McHamee, 20001 |
Smartphones, Mobile Device Cumpunentsl )
Jan 28 ) Shiraz et al, 2013], [ARM and Qualcomm, 2014
Slides] — 1
Feb 2 NG CLASS, Constitution Day -
Saidi and Gehani, 2013] , Wang et al, 2014] [La Polla et al,
Feb 4 Mobile devices security challenges [ L. [Wang L1
2013
Feb Telecom Security, General telecom|[Liv et al. 20131, [Travner et al, 2008 CH4], [Leeuwen et al,
vulnerabilties 2013
Feb 11 ||Elﬂsi|: telecom system security ”[Eleekman and Thompgon, 2013] [Perez and Pico, 2011]
Feb 16 Telecom security from 1G to 4G Cao et al, 2014]
Feb 18 NO CLASS - Collaboration project, to be
confirmed
Feb 23 NO CLASS - Collaboration project, to be i
confirmed
Smartph i Iobil ti
Feb 25 martphone  securtty,  Mobile operating) -\ 2nd Jiang, 20121 , [Lalande and Wendzel, 2013]
systems
Mar 2 ||0s security models ||ivvang et al, 20131, [Rastoai et al, 2013]
IMar 4 05 =zecurity models [Daviet al, 20101, [Suarez-Tangil et al, 2014]
Mar 9 NO CLASS - Collaboration project, to be
' confirmed

Best practices for security and privacy in )
Mar 11 H 2013], [Zhu et al, 2013], [H et al, 2013],
& mebile app development — [Zhueta 1. [Hasan eta 1
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First readings

a Michael J. Hanson and Dylan J. McNamee, Efficient
reading of papers in science and technology, 2006

Efficient Reading of
Papers in Science
and Technology

This brochure provides an approach to help you
read scientific papers efficiently and effectively.

0 Slides based on Mobile Security Course, Patrick Tague,
Carnegie Mellon University

http://wnss.sv.cmu.edu/courses/14829/f14/schedule.php
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Mobile Security Introduction

What is Mobile Security?

« Security in mobile OSs and
networks

» Computers, telecom, radio
communications

- Mobile app security

- Data encryption for
mobile/wireless

« All other security properties
relevant to wireless/mobile

- BYOD
» User privacy
» Physical device security

« Sniffing NFC communication

Attacks on cellular/mobile
networks and x-measures

Mobile malware
Network correctness

Resilient wireless (anti-
jamming)

Data storage on/off devices

GPS / location services;
SEeNnsors

Contacts; context information
Advertising

13
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Focus on the Smartphone

 In the Mobile Security course,
we'll study:

— Smartphone systems
- Apps, services, etc.

— Networks they use
— External services they rely on

— Security/privacy issues faced
by users, devs, regulators, ...

— Maybe some usability issues

14
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Course objectives

o “Security & Privacy for
Mobile System & App
Developers”

« Exploration and critical
analysis of security and
privacy issues in mobile
systems

— What are the security
concerns in mobile devices?

— What will the concerns be
in N years?

G .
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Course objectives

« Topics include:

— Mobile network security
& vulnerabilities

— Mobile app & web
security

— Secure network services
— Mobile location privacy

— Emerging threats and
challenges

Gl .
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Topic Roadmap

‘ Smartphone Security & Privacy Issues WRT... ‘

Software

Networks

Sensing

Simple ]

Sensing Enterpnse]

Activi ty] Infrastructu re]

PAN Context] Services]
NFC Support Analytics] Vehicles ]
Services
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Labware Introduction

Q https://sites.google.com/site/mobilesecurityla
bware/home _ - e _ E=oa

SMART: Real World Relevant Security Labware
for Mobile Threat Analysis and Protection Experience
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Introduction: "CIA", Threats, and Ethics
Getting Started for Android Development
Android Core Components

1. Threats of Lost or Stolen Mobile Devices

Maobile Device &
I!?m;;e::; 2. Unauthorized Mobile Resource Access

3. Data, location and cryptography Privacy

4. Mobile Malware
MobileApp

Sacurity 5. Mobile Spyware

6. Secure Mobile App Development

7. Mobile SMS Security
Mobile
Network & 8. Mobile Phishing
Communication

Security 9. Mobile Network Exploits

Click here o do the suvery
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Paper report template

INSTITUTO POLITECNICO NACIONAL A r
CENTRO DE INVESTIGACION EN COMPUTACION rel %‘(}

Instituto Politécnico Nacional

“La Técnica al Servicio de la Patria”

CiC
Centro de lnvestigacion en Computacion Lamratono de

Ciberseguridad

Centro de Investigacion en Computacion(CIC)

Instituto Politécnico Nacional - México.

Paper Title

Author paper:
Presenter:
Course: Mobile Security A-15
Instructor: Dr. Ponciano Jorge Escamilla Ambrosio
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