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 Instructor 

Dr. Ponciano Jorge Escamilla Ambrosio 

 pescamilla@cic.ipn.mx 

 http://www.cic.ipn.mx/~pescamilla/ 

 Class meetings 

Mondays and Wednesdays 8:00 – 10:00 hrs. 

Classroom A3 
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Mobile Security Course A-15 
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 Course web site: 

 http://www.cic.ipn.mx/~pescamilla/academy.html 

 

 

 

 

 

 

Papers and reading material to be provided 
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Course web site 
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 Mobile Security Labware 

https://sites.google.com/site/mobilesecuritylab

ware/home 
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Course Lab 
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 At the end of the curse the student will have 

a comprehensive understanding of the main 

information and network security aspects 

that arise in mobile communication systems, 

including smartphones and mobile 

telecommunication systems, wireless sensor 

networks, the internet of things and safety-

critical devices.  
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Course Objective 
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1. Introduction to mobile security 

2. Telecom security 

3. Smartphone security 

4. Mobile Internet security 

5. Mobile local privacy 

6. Wireless sensor networks security 

7. Internet of things security 

8. Security in safety-critical devices 
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Course content 
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Course text books 

Frank Adelstein, Sandeep K.S. Gupta, Golden G. Richard III, and Loren 
Schwiebert, Fundamentals of Mobile and Pervasive Computing, McGraw-
Hill, 2005.  
http://www.mhprofessional.com/product.php?isbn=0071782583 
 

Noureddine Boudriga, Security of Mobile Communications, CRC Press, 
2010.  
http://www.crcpress.com/product/isbn/9780849379413 
  

John R. Vacca, Computer and Information Security Handbook, 2nd 
Edition, Morgan Kaufmann, 2013.  
http://www.sciencedirect.com/science/book/9780123943972#ancp1 
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Course text books 

Levente Buttyán and Jean-Pierre Hubaux, Security and Cooperation in 
Wireless Networks, Cambridge University Press, 2007  
http://secowinet.epfl.ch/fulltext/SeCoWiNetV1.5.1.pdf 
 

Himanshu Dwivedi, Chris Clark, and David Thiel, Mobile Application 
Security, McGraw-Hill, 2010.  
http://www.mhprofessional.com/product.php?isbn=007163357X 
  

Abhishek Dubey and Anmol Misra, Android Security: Attacks and 
Defenses, CRC Press, 2013.  
http://www.crcpress.com/product/isbn/9781439896464 
http://freedownloadpdf.tk/android-security-attacks-and-defenses/ 
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Course text books 

Patrick Traynor, Patrick McDaniel, and Thomas La Porta, Security for 
Telecommunications Networks, Springer, 2008.  
http://link.springer.com/book/10.1007/978-0-387-72442-3 
 

Kami Makki, Peter Reiher, Kia Makki, Niki Pissinou, and Shamila Makki, 
Mobile and wireless networks security and privacy, Springer, 2007.  
http://link.springer.com/book/10.1007/978-0-387-71058-7 
 

Iosif I. Androulidakis, Mobile phones security and forensics: A practical 
approach, Springer, 2012.  
http://link.springer.com/book/10.1007/978-1-4614-1650-0 
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 Midterm exam 20% 

 Final exam 20% 

 Homework and Labs 30% 

 Final Project 30% 
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Grading 
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Course Schedule A-15 

http://www.cic.ipn.mx/~pescamilla/academy.html 
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 Michael J. Hanson and Dylan J. McNamee, Efficient 

reading of papers in science and technology, 2006 

 

 

 

 

 

 Slides based on Mobile Security Course, Patrick Tague, 

Carnegie Mellon University 

http://wnss.sv.cmu.edu/courses/14829/f14/schedule.php 
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First readings 
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Mobile Security Introduction 
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Focus on the Smartphone 
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Course objectives 
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Course objectives 
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Topic Roadmap 
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 https://sites.google.com/site/mobilesecurityla

bware/home 
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Labware Introduction 
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Paper report template 


