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Que es el Internet de las cosas
(Internet of Things — I0T)?




loT: Antecedentes
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o “Computers everywhere
en todas partes’
— Ken Sakamura, Universidad de Tokyo, 1984
o “Ubiquitous computing” ‘Computacion
ubicua’
= Mark Weiser, Xerox PARC, 1988

o “Internet of Things” ‘Internet de las cosas

= Kevin Ashton, Procter & Gamble, 1999
— Desarrollada por MIT desde 2003

Computadoras
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loT: Antecedentes

o Kevin Ashton, 1999

A system where the Internet is connected to
the physical world via ubiguitous sensors


http://en.wikipedia.org/wiki/Kevin_Ashton

lOoT:

Concepto

Connecting:

Anything

ANYHime




loT cualquier cosa se puede conectar
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loT cualquier cosa se puede conectar

Electric Toothbrush:
Automatically reorders
brush heads, shares
brushing habits

Automobile:
Maps traffic in real
time; others can
track your location

Computer:

Centralized control for

remote interface to
any other device

Media Player:
Remotely orders
new songs & video

with your dentist

Alarm Clock:
Remote programs,
custom tones, turns
on coffee maker

Tﬁ
-
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Refrigerator:
RFID tags reorders
groceries as
needed, and
suggests recipes

®

ol eiﬂw

Coffee Maker:
Custom setting for
each coffee type,

starts when alarm
goes off

®

COMMUTE me—

Home / Bed a @ @ g Workplace

Oven: Oven
settings from
computer or phone
if running late

VolIP phone:
Automatic updates,
integration and
forwarding

!
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Printer:
Automatically
reorders toner and
paper as needed

Microwave:
Automatically sets
cook cycle with
RFID recognition

-

HVAC: Controls
temperature &
lights for maximum
efficiency
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COMMUTE
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®
Building Security:
Security cameras
interact with facial
recognition database

- Home / Bed

——

B

Television:
Immediate “one-click”
ordering of products
seen on commercials

Smart Scale:
Measures and
sends weight info for
progress tracking

Cell Phone:
Secure performs
identification &
verification for
payments

Vending:
Automatically
reorders supplies
before it's empty

Exercise Equipment:
Recognizes individual
user and tracks
workout schedule



loT convergencia de tecnologias

Internet de

las Cosas




Escalabilidad
@
Internet
® de
Extranet cosas
de
® cosas

Intranet
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cosas

Internet

del futuro
de cosas
y humanos

loT: Evolucidon
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Number Of Devices In Use Globally (In Thousands)

Ubicuidad

12.5 Mil
millones

20,000,000

18,000,000 |
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The Internet Of Everything

Wearables

Connected TVs
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Emerging Technologies Hype Cycle, 2014

expectations Internet of Tmngs
‘ % Question Answering
, Wearable Userinterfaces .
Speech-to-Speech Translation Consumer 3D Printing Fuente: Gartner,
Autonomous Vehicles Cryplocurrencies
SmartAdvsors Complex-EventProcessing ag OStO 20 14
Data Science O Big Data
Prescriptive Anahytics \ O In-Memory Database Management Systems
Neurobusiness — O Content Anahytics
Biochips
sec Comoutn oo -
SmartRobots Augmented Reality Speech Recognition
3D Biopninting Systems Machine-to-Machine . Consumer Telematics
Volumetric and Holographic Displays / Communication 3D Scanners
Software-Defined Anything , Services 0
Quantum Computing ). ; . s
Human Augmentation —/g_ o, antified Self ﬂgggg;\?m el ENaTpioe 300w
Brain-Computer Interface . Activity Streams
Connected Home . Y In-Memory Analytics
Cloud Compc&h:g Gesture Control
Virtual Personal Assistants SmartWorkspace Virtual Reality
Digital Se_curity e
BioacousticSensing A
As of July 2014
Innovation Peak of Trough of Plateau of
Inflated . Slope of Enlightenment "
Trigger Expectations Disillusionment Productivity
time v
Plateau will be reached in: obsolete

O lessthan 2 years

© 210 5 years

®5t0 10 years A morethan 10 years @ before plateau



|0OT books

Unit and Ubiguitous
Internet of Things
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Praem W10 1w et Qeanates
Porvawss Sarwosed Sevtemme

Internet
of Things

Legal Perspectives

rhe Internet
f Things

W Flnternet of Things —

Conver‘gmg Technologies for®
" " Smart Environments and
From Machine-to-Machine inidGrated Ecosysterqs

__to the Internet of Things:
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Ovidiu Vérmesan
Peter Friess
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e | loT Cisco?

Logistics
_ Optimization

Responsive
Store

Intelligent
Medical
Devices



loT
Libelium Smart World

Air Pollution
Control of OO, emssions of factones, pollution
emitlted by cors and X gases gonerated = = 4
faring ter Acce: [ Traffic Congestion

Access cortrod to restncted areas and detocton Montaring of velicies and padestnan
of pecpte in non-awshorized arcas. affiuence to optimize driving and walking
routes

Smart Roads

Warning messages and  dwersions
accordng to climate ns and
unexpected events Lae acodents or
Lrathic jarms

Electromagnetic Levels

% and i Meosurement of the energy radiated
s with Wil or by cell statons and and WiF: routers

Smart Lighting
Inceflagent and weather adaptve bghting
n stree! bghts,

Intelligent Shopping

Getting odwces =n the pont of zale
AcLoedng 10 customar habits, preferences,
presence of allergic components for them
or expring dates

Forest Fire Detection

vl preamptin

Torws

Dstnbuted measurement of radation levels

i Nuclin® power SIANGNS SUFCUNSAS 10 Noise Urban Maps
generate iwakage alerts

Wine Quality Enhancing

Montenng soil moisture and trunk diameter
in vineyards to contrel the amount of sugarin
grapes and grapenne health

Sound monitonng n bar areas and
cening zones in real time

Offspring Care

Control of groming conditic
arsrnal farms 1o onsy

w cfapring in
Lrvad and health
Sportsmen Care

Vital signs monitoring in hsgh performance
centers and helds
Structural Health

Montonng of wibratons and matenal cond tions
in buldings, drdges and historcal monuments

Water Leakages

ol S C Dresance cutsde tanks
and pressure vamatons slong ppes.

Vehicle Auto-diagnosis
Infermation celiection from CanBus 1o
send real time alarms to emergencies
of prowde adnice 10 drvers

Waste Management

Detecton of rubbish levels m contamers
10 GpEMIze the trash collaction routes

Smart Parking Item Location

Meetonng of parking spaces avasability
n the city.

Search of indradual terrs in by sorloces
bk warehouses of harbours

A

Quality of Shipment Conditions Water Quality Golf Courses

Monitorng of vibraticas, slrokes, ContAInes opeanngs Study of warter sustabdtyin rvers ard the Selectve irngation in dy zones to H
or cold chain maintenance for insurance purposes s4a for fauna and eligibilty for dnnicadie red.ze the water rasources recu~ed in l'bel'
use the green

www.libelium.com



loT: Aplicaciones
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Smart Planet
Green Environment
« Environmental Sensors

- Water, Power Leak Detection
« Pollution, Weather Monitoring

Smart Buildings

Buildings, Smart Homes
» Thermostats, HVAC, Lighting
- Presence Sensors, Lockers, Actuators

- Meters, smart-plugs, HEC

e

et L P e

Smart Industry
Industrial Environments
- Lighting, security, actuators

= Production Control
« Robotics

Smart Cities

Connected Communities
- Lighting & Water Management - ‘-.fnltage & Power Sensors
- Mﬂnitﬂring & SE{:UHI";' = Meters & Breakers
= Traffic Control = Fault Detection

Smart Energy
Electric Grid

(@ Ju @

Smart Transport

ITS, HEVs, EVs
« Electric Mobility, EVs and HEWVS
= High Speed Trains
- Infra, V21, V2V, V2I+

Smart Health

Healthcare System
- People Monitoring

= Bio Sensors, Probes

= Remote Health

Smart Living
Entertainment, Leisure
- Independence through technology

= Infor when you need it
» Connected when you need it

Source: IERC — Europsan Rezearch Cluster on the Internet of Things



o loT smart health

Airflow Sensor
Patient Position Sensor (Breathing)
(Accelerometer)

Blood pressure sensor 4'
(Sphygmomanometer)

Pulse and Oxygen in
Blood Sensor (SPO2)

Electrocardiogram
Sensor (ECG)

S
<=

‘

Electromyography
Sensor (EMG)

e-Health Sensor Shield for
Arduino and Rasberry Pi

Galvanic Skin Response
Sensor (GSR - Sweating)

Body Temperature Sensor



loT smart grid

S M A RT G R l D Smart appliances

A vision for the future — a network Can shut off in response to
of integrated microgrids that can frequency fluctuations.
monitor and heal itself,

Demand management

\ Use can be shifted to off-
peak times to save money,

Solar panels

:;; Disturbance
4 inthe grid

a ,3,
V' ” ? 1'

Isolated microgrid

Detect floctuatvons and
disturbances, and can signal
for areas to be isolated,

Execute special protection
schemes in microseconds.

3

'
Wind farm PR ’
Energy from small generators
and solar panels can reduce it
overall demand on the grid. B

Central power
plant

3 Industrial
plant




loT basic board platform

Sensors
Audio/Video

Network Interface
Cellular, Wi-Fi, Ethernet
RF
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® 0T Retos: Estandarizacion

__ Postscapes . . o |
@ Tracking the Internet of Things -

LTE Advanced

Cellular 4G / LTE

3G - GPS / GPRS

2G / GSM / EDGE, COMA, EVDO
WEIGHTLESS

WIMAX
LICENSE-FREE SPECTRUM

DASH 7

BLUETOOTH
UWB
Z-WAVE

ZIGBEE
6LOWPAN
NFC
EZaE ANT
A RFID
EHE Wide Area Network - 802.20

POWERLINE
ETHERNET
PRINTED

MAN
Metropolitan Area Network -802.16

- 802.11
PAN Local Area Network - 802.11

[Pv4 1Pv6 UDP DTLS RPL Telnet MQTT DDS CoAP XMPP HTTP SOCKETS REST AP '
Personal Area Network - 802.15



estandarizacion

- Integracion de tecnologias RFID en el marco del
codigo electronico de producto (EPC, por su
acronimo en inglés)

- Accion coordinada por la Union Europea con el fin
de definir un estandar de RFID que soporte su
transicion a aplicaciones en el loT

- Integracion de dispositivos de bajo consumo de
energia del estandar IEEE 802.15.4 en las redes
IPv6

- Definicibn de protocolos de enrutamiento para
redes heterogéneas de bajo consumo de energia

- Definicion de un conjunto de protocolos para
comunicacion bidireccional de corto alcance

- Definicion de protocolos para arquitecturas de redes
tipo malla auto-organizadas, auto-recuperables sobre
el estandar IEEE 802.15.4

- Habilitar redes inalambricas confiables, de bajo
consumo, para el monitoreo y control de productos

0T Retos: Esfuerzos de

Avanzado

En proceso

Primera
version
En proceso

Avanzado

Avanzado

Avanzado

10-100

N/D

~10-2

10-100

10-100

...102

...102

...102

N/D

Up to 424

...102

...102



loT Retos: Computacion,
comunicaciones y tecnicas de ID

- Desarrollo de técnicas avanzadas para dotar de capacidades de computo, de
comunicacion y de identificacion a objetos de uso diario de manera embebida
- Investigacion en tecnologias de bajo costo y de bajo consumo de energia al
nivel de micro y nano electronica para computo y comunicaciones

- Desarrollar la tecnologia de comunicacion de corto alcance (del inglés, near-
field communication - NFC) para propositos de identificacion de cosas

- Desarrollo de tecnologias de extraccion de energia del medio ambiente, por
ejemplo, sistemas de recarga de Dbaterias basados en sistemas
piezoeléctricos, termoeléctricos y ondas de radio

- Desarrollo de computacion distribuida (computacion en la red o
procesamiento en lared) con el fin de reducir la razén de transmision de datos
- Desarrollo de estrategias de escalamiento, para cubrir areas grandes con
dispositivos pequefios conectados en malla con propésitos de sensado, o
para desplegar una cantidad enorme de sensores con propositos de realizar
mediciones localizadas

- Desarrollo de etiquetas RFID activas



0T Retos: Sistemas distribuidos

- Desarrollos de protocolos de red (MAC, enrutamiento)
- Implementacion distribuida de protocolos de
enrutamiento, control de flujo y sincronizacion
adecuados para el 10T

- Desarrollo de esquemas de tolerancia a fallas
relacionadas con conexiones de comunicacion, nodos
de software y hardware e integridad de informacion

- Desarrollo de middleware adecuado para las
diferentes aplicaciones en el loT

- Desarrollo de un estandar de direccionamiento de
objetos o cosas en el loT



loT Retos: Inteligencia distribuida

- Desarrollo de mecanismos de interpretacion y razonamiento
sobre grandes cantidades de datos/informacion

- Desarrollo de técnicas avanzadas de mineria de datos y
representacion/gestion de conocimiento

- Desarrollo de agentes inteligentes autonomos capaces de
Interactuar con el mundo real y entre ellos de tal manera que
puedan realizar de manera efectiva una tarea conjunta global

- Desarrollo de plataformas escalables capaces de proveer y
permitir la coexistencia de servicios multiples



loT Retos: Arquitectura por niveles




o loT Retos: Arquitectura SaaS

Sensores y duefios Editor de Proveedores de Consumidores de
de sensores sensores servicios informacién



loT Retos: Arquitectura de referencia

’ |
| o 2 :
| {0 i . |
| ; User devices !
| Smart Things (:__ :
' |
|
i |
| Services Sordics !
: o provider |
8 Resources :
|

& |
L9 |
: Open Platform |
I e
|
l

Smart Gateway Middleware
Drivers

2
o
s ' 0
Research Domain of ‘;
o

the Internet of Things Constained devices

Cloud
Services

Unconstrained
the Web of Things devices

Research Domain of

[Corredor-Pérez and Bernardos-Barbolla, 2014]



loT Retos: Sensor/informacion
fusion/integracion

Copious Data Reduced Data




Power Relative

loT Retos: Compresion de
iInformacion

Highly Compressible Data

B Upload Time B Download Time
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0T Retos: Generacion de
conocimiento

Context Independent Wisdomis the recognition that knowledge
patierns arise from fundamental principles
and the understanding of what those
principles are,

B

Knowledge is recresented by patens ——— Wisdom
among data, information and possibly
other knowledge. These patterns dont

actually constiute knowledge until th UNDERSTANDING PRINCIPLES
are understood,
Knowledge

nformation regresented by
relationshins between data

i e i”'°"“a""’“/ UNDERSTANDING PATTERNS

Information

Data is an item or
e'fent out of context /
Wi o e UNDERSTANDING RELATIONS

. Data Understanding

o
J
0
0
0
3
3
0
J
0
0
0
Q




0T Retos: Generacion de
conocimiento

o Being able to see information rather than
data

o Being able to track information over time
and find anomalies or trends

o Being able to use that information to
Improve production, efficiencies, quality,
profits, safety...



loT Retos: Data analytics

Single Processar

Symmetric Multiprocessing (SMP)

Multicore Computing «s-renstnsi
Massively Parallel Processing (MPP) -see-eeeemmstng

Distributed Grid - =+ Local Flat Files
Hierarchical

Shared = ”IiAa-tional
NOth|ng ""_ F Partitioned

" Complex-Flexibie/
Nonrelational

_ 9 Pé}éllel Layers
_ Distributed Frameworks
3 Parallel Algorithms

S Multitasking/Multithreaded

e Sequential



Seguridad en loT

—

—

—

Confidencialidad
de la Informacion

loT Retos: Seguridad

Privacidad

—

Confianza

—

/" Control del flujo de N
informacidn, Sistema de
manejo de identidad,
Tecnicas de integracion de
informacion preservando la

confidencialidad, etc.
N /
~

/"Modelo general de
privacidad para el loT,
Mecanismos de vigilancia,
Sistemas basados en rol y
jerarquias, Requlacidon de la

l\ir'n1"¢:|rrr|.?|n::ia:':rl, etc.

J
7 Mecanismo de N

negociacion de confianza,
Lenguajes de
negociacion, Sistema de
manejo de identidad de

objetos, etc.
\> J




loT Oportunidades: Seguridad

o Encompresion: Sensado compresivo mas
encriptacion

I

P

‘ ' '_:.E:-:%

Compression
Random projection

B N -
Wty »E »

Recovery
L1 norm minimization




loT Oportunidades: Seguridad

o Side channel attack




® loT aplicaciones: MNAAIP

- Instalacion de nuevas aplicaciones
- Desviacion de un comportamiento normal
- Deteccion de comportamiento sospechoso

+ Dispositivo mavil + Servidor remoto

(cliente) : Balance entre . * Reconocimiento de
+ Deteccion de Mon ltoreo seguridad y MDn ltoreo patrones de
anomalies local funcionalidad \_remoto / comportamiento
+ Conjunto reducido de « Conjunto ampliado
Indicadores de Indicadores
+ Patrones de + Patrones de
comportamiento comportamiento
genéricos especificos

- Confirmacion de un comportamiento normal
- Escalamiento de permisos autorizados por el usuario
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loT aplicaciones: PHM

I\_
Medicion, Deteccion, Prediccion L>

< Terapia, Retroalimentacién
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o loT Grupos de Investigacion

— PrTFZ T P] T, eI
G (o ~= B o=
& & “~ C' | [1 www.cdaitgatech.edu Qsy
Internet of Things: An important research and # ptcionss @ Gt (3 npoado et .
# GeorgiaTechHome @ Map & Directory [E] Offices

policy element of the European Commission

Georgia " Center for the Development and Application
Tech|/ of Internet of Things Technologies

* As follow-up of FP7 specific loT

research and innovation in the context H 0 R I Z O N

of H2020 for developing federating
platforms towards a world of
Connected Smart Objects 2 O 2 O

About  People  Thought Leadership  Industry Partnership  GT loT News  loT World Events ~ CONTACT

GT Home >

» Stronger combination of the loT with
Cloud Computing, Future Internet,
Cyber-Physical Systems and network
technologies like 5G

About the Center for the Development and Application of Internet of Things Technologies

* Support of the policy and social
= pp p y 2 The Center for the Development and Application of Internet of Things Technologies (CDAIT) fosters the development of interdisciplinary Internet
dial ogue as the Internet of Thi ngs | ays of Things (IoT) research and education that bridges sponsors with Georgia Tech researchers and facuity as well as industry members who

= Wi =3 = n share similar interests. CDAIT is a global, nonprofit, partner-funded center of excellence in loT that stimulates creativity, productivity gains and
the foundation for a “digital society global, nonprof, p ty, productty g

revenue generation while exploring head-on surrounding societal issues such as ethics, privacy, trust, regulation and policy.

EUROPEAN )
COMMISSION \ N =

Georqia Tech loT News Upcoming loT Events Around the World
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loT Grupos de
Investigacion

% Aplicaciones @ Getting Started [~ Importado desde Fir...
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IEEEorg |

TEEE Xplore Digital Library

~ Internet of Things

(

IEEE Standards

b & The Internet of Things

The day is coming when your every
move could prompt an automated
transaction, with products that are
smarter and more interconnected than
ever. Out of milk? No problem: Your
refrigerator will just order more.

Read this article from Delta Sky

IEEE Spectrum | More Sites

O || search

i
‘ <

Conferences & Events

N

<$IEEE

Join the ToT
Technical
Community

Follow:

911
&
el |

What's New

Feature Article

2nd Int'l Workshop on Internet of
Things - Ideas and Perspectives
" (IoTIP'14)

In conjunction with IEEE DCOSS
2014

Smarter Sensors

"Sensors, actuators, and RFID

Technology Spotlight

Designing for Wearables is

Complex and Builds on Existing

tags have been around for 3

couple of decades. The
identification and tracking they
L

Strengths

"Wearable electronics are cool!
Consumers, manufacturers, and

S

PSR i, -

Useful Links

EIT ICT Labs Blog by
Roberto Saracco

IEEE Internet of Things
Journal (IoT-J) Call for Paper
Opportunities

IEEE 10T on Flipboard

IEEE Standards Association
and MEMS Industry Group
Collaborate on e-Health and
Internet of Things Standards
Exploring the Impact of the
Internet of Things

"Tha Tatarnat of Thinns (and

Specia

Internet of Things
Special Interest Group

Technology Strategy Board

I \f

IEEE INTERNET OF THINGS JOURNAL

A joint publication of
IEEE Sensors Council, IEEE Communications Society, |IEEE Computer Society, and IEEE Signal Processing Society

HOME STEERING COMMITTEE EDITORIAL BOARD CALL FOR PAPERS IEEE WF-10T CONFERENCE

MORE...

Call for Paper - Please prepare your manuscript according to Guidelines for Financial Sponsors

Authors.
IEEE Sensors Council

Purpose and Scope

The IEEE IoT Journal (IoT-J) is being launched in 2014. The initial papers have been posted in IEEE
Xplore. The IEEE IoT-J publishes papers on the latest advances, as well as review articles, on the
various aspects of IoT from open call and special issues. Topics will include IoT system
architecture, IoT enabling technologies, IoT communication and networking protocols, IoT services
and applications, and the social implications of IoT. Examples are IoT demands, impacts, and
implications on sensors technologies, big data management, and future internet design for various

IEEE Communications Society

10T use cases, such as smart cities, smart environments, smart homes, etc. The fields of interest E IEEE
include: == COMMUNICATIONS
=—_ soCIETY

« IoT architectures such as things-centric, data-centric, service-centric architecture, CPS and
SCADA platforms, future Internet design for IoT, cloud-based IoT, and system security and

o IEEE Computer Soci
manageability. P ety

« IoT enabling technologies such as sensors, radio frequency identification, low power and IEEE
energy harvesting, sensor networks, machine-type communication, resource-constrained .jl:})"'computer
networks, real-time systems, IoT data analytics, in situ processing, and embedded software. SOCIet\Jr

« IoT services, applications, standards, and test-beds such as streaming data management
and mining platforms, service middleware, open service platform, semantic service
management, security and privacy-preserving protocols, design examples of smart services
and applications, and IoT application support.

Technical Cosponsor

IEEE Signal Processing Society






