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Internet Fraud




Internet Fraud

Refers to any type of fraud scheme that uses
email, web sites, chat rooms or message
boards to present fraudulent solicitations to
prospective victims, to conduct fraudulent
transactions or to transmit the proceeds of
fraud to financial institutions or to others
connected with the scheme.
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Internet Fraud

a The Internet has transformed our lives.

Q It offers tremendous opportunities to learn,
share, connect, shop, and bank.

As we Increasingly engage online,
criminals follow the traffic!




N  C!C
Internet Fraud

a Fraud on the Internet is aimed mostly at
individuals.

a Online fraud victimizes millions of
unsuspecting people every yeatr.

a In the USA the FBI's Internet Crime
Complaint Center recorded 300,000 fraud
complaints in 2011 with an adjusted dollar
loss of nearly half a billion dollars.
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Internet Fraud

6000

Prevalence:
Companies affected by fraud

Corruption and bribery (375%)

Theft of physical assets or stodk (31%)

Areas of Frequent Loss: Information theft, loss, or attack (27%)
Percentage of firms reporting loss to this
type of fraud Internal financial fraud or theft (23%)

I n te r n et F ra u d Vendor, supplier or procurernent fraud (21%)

Management conflict of interest (219)

I n M eXI CO Areas of Vulnerability: Cormuption and bribery (31%)

Percentage of firms considering
therselves moderately or highly

Theft of physical assets or stock (55%)

vulnerable Information theft, loss, or attack (58%)
Increase in Exposure:

Comnpanies where exposure to fraud has 8204

increased

Biggest Drivers of Increased
Exposure: Most widespread factor

p—
leading to greater fraud exposure and I
percentage of firms affected

Loss:

Average percentage of revenue lost to 2.2%

fraud

“Inzufficient respondents in 2010 to provide comparative data,
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Internet Fraud

Q There Is a clear shift in the nature of the
operation of computer criminals.

a In the early days, many hackers simply
wanted to gain fame or notoriety by defacing
websites.

Q There are many more criminals today, and
they are more sophisticated and technical
experts.
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Internet Fraud

Most popular is the theft of personal
iInformation such as credit card
numbers, bank accounts, Internet IDs,
and passwords.
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Internet Fraud

Qa Today cybercriminals are holding data for
ransom and trying to extort payments from
their victims.
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http://usatoday.com/story/news/nation/2014/05/14/ransom-ware-computer-dark-web-criminal/8843633
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Internet Fraud

Q Today laptop computers are stolen for two
reasons:

> selling them (e.g., to pawn shops, on eBay)

> trying to find the owners’ personal information
(e.g., social security number, driver’'s license
details, and so forth).

a A major driver of data theft and other crimes
IS the ability to profit from the theft.

> Today, stolen data are sold on the black market




Online Fraud Life Cycle

Malware writer designs

the framework for

Attacker starts distributing
spreading malware

malware for targeted

User is coerced to visit
infections
|

malicious domain; the
embedded code exploits
browser vulnerabilities to
download malware using
a drive-by-download attack

Y

2

Artacker initiates a stealthy

connection using compromised
proxy server

Artacker retrieves credentials

Credentials are stolen from
from the C&C server

target machines and data
3 s sent back to C&C servers

5

VYictim's bank account is
accessed through a

Profit is shared among the end
compromised proxy server

party, hacker, and the malware
writer

Money is transferred to
mules (agents)

Mules launder money, keeping
a small percentage

CIC
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Social Engineering and Fraud

0 Social engineering refers to a collection of
methods where criminals use human
psychology to persuade or manipulate
people into revealing their confidential
iInformation so they can collect information
for illegal activities.
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Social Phishing

2 Phishing is a fraudulent process of acquiring
confidential information, such as credit card
or banking details, from unsuspecting
computer users.

a Sometimes phishers install malware to
facilitate the extraction of information.
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Confidential,  Victims
Sensitive
< Information

Phishers




Phishing

<« Commits crime o

. User :
ins . Phisher
tructlons A
Financial Bad instructions m

institution —>

Visit malicious
URL

Redirected to
bad website
with malware

Sensitive data

CIC
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Phishing scams

Q These scams use email, text, or social
network messages that appear to come from
a reputable organization like your bank or a
favourite charity—or, for example, the
Outlook team. The message is often so
realistic that it can be difficult to tell it is not
legitimate.
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Phishing scams

Q The convincing message entices you to
divulge sensitive information like an account
number or password. Or it might ask you to
call a phony toll-free number or to click a link
that goes to a fake webpage where you're
asked to reveal personal data.
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Phishing example

@F‘\E"ﬂ Reply |« Delete  Junk|v Sweepw Move tow s

Verify your Account now To Avoid It Closed X

Cutlook Team W Add to contacts 7/31/12 Actions w
‘MorHezi78@adaturm.com

Dear Account User:

Confirm our outlook account services.

Verify your account now to avoid it closed!!

Due to the congestion in all Outlook.com users, Qutlook
would shut down all unused accounts. Confirm your Account
by filling out your Login Infromation below or your account
will be suspended within 24 hours for security reasons .

In this example, phishers try to trick Outlook users

into giving sensitive information using the threat of
account closure.




Rogue security software

Antivirus <P 20080 demo mode notice

=¥ Antivirus XP 2008

-
—
-~

A Thes Computer i nfeciad with spyware and adware

Spywore programas install keyiogpers, steal Credt card numbers and bank nformation
detals, Tres computer can be used for sending spam and you will get popups with
sl corten. If you homepags was changed or you have strange popups- this is o
sure that your Computer it infected

Registration REGISTER

We are strongly recomend you to register Artivieus XP 2008
You will get friendly 24/7/365 prémium suppor, requent updates and indeidus
fxed from ol known viruses!

This fake warning, disquised as a Microsoft alert,
promotes a rogue security program.
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Fake technical support

As you have already seen, this
means that your computer is also
one of those computers which has

been badly infected with those
online infections, okay?

Here a scammer tried to convince an FIC investigator
that her computer was infected with a virus.

9; za 21




N  C1C
Fraudulent contest and winnings

@ PRIME LOTTERY INTERNATIONAL Tom Perham L
Monday }§
f Y

WINNING NOTIFICATION! We happily announce to you the
draw of the UK-LOTTO Sweepstake Lottery International
programs held on the 27th of March, 2009 in
Johannesburg, South Africa.

Your e-mail address attached to ticket number: 564

. ; 75600545188 with Serial number 5368/02 drew the lucky
This fake Facebook message claimed that the numbers: 19-6-26-17-35-7, which subsequently won you

recipient had won a lottery and asked him to the lottery in the 2nd category.

provide a copy of his government-issued identity. | You have therefore been approved to claim a total sum of
US$2,500,000.00

All participants were selected randomly from World Wide
Web site through computer draw system and extracted
from over 100,000 companies.

Attached to these email is a winners application form which
you are required to fill and return back to us by scanning
with a copy of your government issued identity, to enable
us identify you as the real winner and commence with the
processing of your winning prize fund.

Congratulations once more from all members and staffs of
this program. Thank you for being part of our promotional
lottery program.

Like - Comment
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Financial scams

We can remove bankruptcies,
judgments, liens, and bad loans
from your credit file forever!

We can erase your bad
credit—100% guaranteed.

Create a new credit
identity—legally!

These are examples of false promises made in
financial scams.




Pharming

a Similarly to phishing, pharming is a scam
where malicious code is installed on a
computer and used to redirect victims
website’s traffic to a bogus websites without
their knowledge or consent.

a Pharming is directed towards large groups of
people at one time via domain spoofing.

a Pharming can be used for identity theft
scams.




Ransomware

ATTENTION!

L
Locaton v S ecor oy

>s

hed 4 » ' - » of thé rod
You have Doen violat g CoDuwr it and Redated oMy Lan (Vided, Mund, Sofware) and SBegaly
Vg OF Cutrtuting Cooynghted cortent, thus rdrngen) Atcle L Sacton 8, Clacae 8, A

L ot 28 The Copynght of e Crmmi Code of Unted Stites of At

AMUce L Secton B, Clawns § of the Cremnal Code provides for & few of Bt 20 fee hundired
ety mages » Caprwiben of Moarty for B0 19 gt yeary

You have Deen viewwrg o DL rohebeted Porroy ashx cortart (Chd Pormoy Joclda »
o). Thus vwollang e 200 of the Crvmumal Code of Unted States of Amenca. Artcie 200 of

e Crmmna Code provdes or 2 deprvatoe of \8erty Tor *our 10 taadee vears

Wegsl scoess Aas Deen Intated fom your PC wthout your anowiedoe o compent, your PC may

be irdectnd by malmare, 1has you e volaterg the e On Neagecth |l Use of Persoral Comoute

Artacie 210 of the Cromnyl Code prowvdes Tor 2 e of v 12 5100 000 andor » Sepr vl
bty for ‘our 20 Nire years

Py Mo yPas
Purs art o the Jmencsmaent b the munal Code of Unted States of Asrerws of May 28 M1

Example of monitor display when a computer is infected with Reveton ransomware.

New Internet Scam
‘Ransomware’ Locks Computers, Demands Payment

CIC
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Ransomware

Choose a3 convenient payment method:
\ Bitcoin (most cheap option)

Obitcoin

Bitcoin & 3 cryptocurrency where the creation and transfer of bitcoins is based on
open-source cryptographic protocol that s independent of any central authority.
Bitcons can be transferred through a computer or smartphone without an interms
financial nsttution.

You have to send below specified amount to Bitcon address
1E)bVinShXQ91cfRyn965UKpNX4qxRW7pY and specify the transaction ID, wi
will be destroyed on will be verified and confimed.

[27/2013

7:52 AM Home Page

Getting started with Bitcoin

Time left

:23:05

Enter the transaction ID and press «Pay»:

26
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Identity Theft and Ildentity Fraud

a ldentity theft refers to wrongfully obtaining
and using the identity of another person Iin
some way to commit crimes that involve
fraud or deception (e.g., for economic gain).

a ldentity fraud refers to assuming the identity
of another person or creating a fictitious
person and then unlawfully using that identity
to commit a crime.
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Spot the signs of online fraud

@ A suspicious email address. (Note that
although it says it's from the Qutlook team,
the email address is not an Outlook address.)

@ Generic salutations rather than using a name.

Alarmist messages or urgent requests to
download or install something. The scammer
is trying to create a sense of urgency so you'll
respond without thinking.

Grammatical errors and misspellings, which
are used to break through phishing filters.

@ Requests to verify or update your account,
stop payment on a charge, and the like.

I::E) Mew Reply |w Delete Junk|w Sweepw  Move (ow
Verify your Account now To Avoid It Closed 4
Outlook Team '. Add to contacts 7/31/12 ACtions w

&

‘MorHezi T8 fadatum.com m
h

Confirm our outlook account services.

Dear Account User:

Verify your account now to avoid it closed!!

Due to the congestion in all Outlook.com users, Outlook
would shut down all unused accounts. Confirm your Accoun
by filling out your Login Infromation below or your account
will be suspended within 24 hours for security reasons .

* Username:
@ * Password:
* Date of Birth:

* Country Or Territory:

Warning!!! Account owner that refuses to update his/her
account after two weeks of receiving this warning will lose
his or her account permanently.

All The best,
The Qutlook.com Team

©

®
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Defense against Internet fraud

a If it sound to good to be true, suspect!!

® Treat suspicious messages cautiously

The most dangerous scams are those that look genuine.
In general, be wary of the sender, even someone you know or a
company you trust.

* Don't respond to the message even to remove your
address from the sender’s list. Responding lets the sender
know that you exist and could result in even more messages.

* Think before you click links or call a number in a message,
even if you know the sender; the links, phone number, and
sender’s identity could all be phony. Instead, confirm with
him or her, using a different device and ancther account,
that the message is genuine.
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Defense against Internet fraud

(2) Protect sensitive information

Don't put sensitive information in an email, instant,
or text message or unexpected pop-up windows.

Look for evidence that a webpage is secure and legitimate
before you enter sensitive data.

* Check the web address for https ("s" stands for secure) and
a closed padlock. (The lock might also appear in the lower
right corner of the window.)

g Waoodarove Bank - Windows Internet Explorer

ht@/\ww.wuudgmubank.:nmf ﬁ oodGrove Bank [US] | #4 | X
| R

1

* Make sure that you're on the correct site—for example, on
your bank's website, not a fake. One sign of trustworthiness
is a green address bar, like the one above,

Save banking, shopping, downloading software, and other
sensitive business for your home computer. When you use a
public computer, or your own computer or mobile device over a

public wireless connection, the security may be unreliable. 30
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Defense against Internet fraud

Back up your data regularly. Make it a habit to save your data
using either a cloud service or a detached hard drive (ideally,
both). That way, you can recover it in case of loss.

Review your bank and credit card statements monthly. Look
for unexplained charges or inquiries that you didn't initiate.

Keep your primary email address private. Only share it with
people you know or with reputable organizations. Avoid listing
your address or name on Internet directories and job-posting sites.
Windows Internet Explorer emphasizes the domain
name in the address bar with black type and the

remainder of the address is gray to make it easier
to see a website’s true identity.

€ Microsoft Corporation - Windows Internet Explorer

Q‘ . C ! macrosoft.com ¢

31
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Defense against Internet fraud

@ Strengthen your computer’s defenses

Criminals try to install malware on computers that haven't been
updated by exploiting older weaknesses in their software.

Keep all software up to date, including your web browser (like
Windows Internet Explorer), operating system (like Windows),
word processing, and other programs.

Subscribe to automatic updates whenever they are offered.
For example, to automatically update all Microsoft software, go
to www.update.microsoft.com.

Install antivirus and antispyware software from a trusted
source. For example, Microsoft Security Essentials is a free
program that helps guard against viruses, spyware, and other
malware: www.microsoft.com/security-essentials.

Protect your wireless router with a strong password.

Mever turn off the firewall on your computer. Turning it off
even for a minute increases risk.

Don’t follow the instructions of unsolicited callers or let

them take control of your computer. -
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Defense against Internet fraud

@ Create strong passwords

Criminals often use automated programs to break into accounts
guarded by simple passwords, such as "password” or "12345678"

Strong passwords are long (phrases or sentences) that mix capital
and lowercase letters, numbers, and symbols. They are easy for
you to remember but difficult for others to guess.

Don't share your passwords with anyone.

Don’t use the same password everywhere. If someone steals it,
all the information that password protects is at risk.

Remember your passwords by storing them on a well-
protected piece of paper away from your computer.
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EC Security management concerns

Generic Protecting

- Fraud by buyers
security issue customer data y buy

Span, DOS

Clogged systems Fraud by sellers

Secured

E-commerce

Attacks on social Attacking mobile

networks devices, systems
Social Business
engineering, continuity
Phishing (interrupting EC)

Cross border E. Turban et al., Electronic Commerce: A
espionage Defense systems Managerial and Social Networks Perspective,
Springer Texts in Business and Economics,

DOI 10.1007/978-3-319-10091-3_10
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The Information Assurance (l1A)

2 CIA security triad:

1. Confidentiality is the assurance of data secrecy
and privacy. Namely, the data is disclosed only to
authorized people. Confidentiality is achieved by
using several methods, such as encryption and
passwords.

2. Integrity Is the assurance that data are accurate
and that they cannot be altered. The integrity
attribute needs to be able to detect and prevent the
unauthorized creation, modification, or deletion of
data or messages in transit.

) 3
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The Information Assurance (l1A)

2 CIA security triad:

3. Avallability is the assurance that access to any
relevant data, information websites, or other EC
services and their use is available in real time,
whenever and wherever needed. The information
must be reliable.

) %
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Electronic Evidence

a Computer-based electronic evidence Is
iInformation and data of investigative value
that is stored on or transmitted by a
computer.

a Computer-based electronic evidence Is, by
Its very nature, fragile. It can be altered,
damaged, or destroyed by improper handling
or Improper examination.



